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EXECUTIVE SUMMARY

This deliverable provides final report on the KPI assessment tools to be used for the performance
evaluation in the planned vertical trials of the 5G-HEART project. It contains detailed documentation
on the KPI assessment tools and more specifically, it elaborates on the architecture of the test networks
providing more details on where the KPI assessment tools are placed and where the measurements are
taken in each trial facility.

The generic user requirements and network KPIs associated with the considered vertical industries (i.e.,
Healthcare, Transport and Aquaculture) are consolidated from previous interim reports. The associated
target values are provided for a set of illustrative scenarios of each of the considered vertical use cases.
To bridge the gap between the abstract user needs and quantifiable network KPIs, a set of “application
KPIs” has been defined for a number of selected scenarios, highlighting the importance of such metrics
to fully capture the degree of satisfaction of the end users. To evaluate the performance during the
planned vertical trials, the list of assessment tools provided herein, are used to monitor the select KPIs
on the 5GENESIS (Surrey, UK), 5G-VINNI (Oslo, Norway), 5G-EVE (Athens, Greece), 5GTN (Oulu,
Finland) and 5Groningen (Groningen, the Netherland) trial facilities.
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1 INTRODUCTION

The services provided by the fifth generation (5G) of wireless networks must fulfil a set of service level
agreements (SLASs), which state the end-to-end (E2E) performance that would need to be guaranteed to
both end users and vertical industries. In this context, there is a need of a comprehensive set of key
performance indicator (KPI) assessment tools that would consider both end users’ and operators’
perspectives, aiming to satisfy and improve user’s quality of service/experience (QoS/QoE) and
operator’s management and operational costs.

In accordance with 5G-HEART’s iterative approach for trials and validations, this deliverable on the
KPI assessment tools will be used for the performance evaluation in the planned vertical trials. This
report contains detailed description of the trial facilities that provide information on the architecture of
the test networks, i.e., where the KPI assessment tools are placed and the KPI measurements are taken.
Also, application KPIs have been separated from the user requirements.

1.1 Use cases and trial facilities

Table 1-Table 3 present an overview of the use case scenarios that will be trialled during the 5G-HEART
project for the Healthcare, Transport and Aquaculture verticals, respectively, including the planned trial
facilities, locations, and list of involved partners.

Table 1: Planned trial locations and involved partners of the Healthcare use case scenarios.

Subcase Planned trial facility | Planned trial location | Subcase owner and | Other collaboration
partners (in
alphabetical order)
H1A: Educational | 5GTN Oulu, Finland VTT, Oslo
surgery University Hospital,
RedZinc
H1B: Remote Oslo, Norway Oslo University
ultrasound 5G-VINNI Hospital, Philips,
examination RedZinc, Telenor
H1C: Paramedic | 5Groningen Groningen, the | TNO, Philips, | Ambulancezorg
support Netherlands RedZinc Groningen,
5Groningen
H1D: Critical health Oslo, Norway RedZinc, Oslo
event 5G-VINNI University Hospital,
Telenor
H2A: Automatic pill Oslo, Norway Oslo University
camera anomaly | 5G-VINNI Hospital, Telenor
detection
H3A: Vital-sign patch Eindhoven, the | Philips, Oslo
prototype 5G-VINNI Netherlands and Oslo, | University Hospital,
Norway Telenor
H3B: Localizable tag CEA-Labs Grenoble, France CEA, Philips

Table 2: Planned trial locations and involved partners of the Transport use case scenarios.

Use case scenario Planned trial | Planned  trial | Scenario owner and | Other collaboration
facility location partners (in
alphabetical order)
T1S1&T1S2: High | 5GENESIS Surrey, UK UQS, EPI, TUC -
bandwidth  in-vehicle
situational  awareness

* X
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and see-through for

platooning

T2S1&T2S2: Smart | 5Groningen Groningen, TNO, CEA, | -

junctions and network Netherlands DYNNIQ, EPI, TUC,

assisted & cooperative uos

collision avoidance

(CoCa)

T2S1&T2S2: Smart | 5GENESIS Surrey, UK | TNO, CEA, | -

junctions and network | (possibly) (possibly) DYNNIQ, EPI, TUC, | .

assisted & cooperative uos

collision avoidance | 5GENESIS Surrey, UK UOS, EPI, NTUA,

(CoCa) TUC

T2S3: Quality of service

(QoS) for advanced

driving

T254: Human | 5GTN Ouly, Finland VTT, POLAR Potential collaboration
tachograph with Healthcare trials
T3S1: Tele-operated | 5GENESIS Surrey, UK NTUA, EPI, TUC, | -

support (TeSo) Chemnitz, DE | YOS

T4S1: Vehicle | 5GTN Oulu, Finland VTT, EPI, UOS -

prognostics

T4S2: Over-the-air | 5GTN Oulu, Finland VTT, EPI, UOS -

(OTA) updates

T4S3: Smart traffic | 5GENESIS Surrey, UK WINGS, EPI, OCC, | -

corridors TUC, UOS

T4S4: Location based | 5GENESIS Surrey, UK EPI, TUC, UOS -

advertising

T4S5: End-to-end | 5GENESIS Surrey, UK UOS, EPI, NTUA, | Potential collaboration
(E2E) slicing TUC, VTT with Healthcare trials
T4S6: Vehicle sourced | 5GENESIS Surrey, UK EPI, TUC, UOS -

high-definition ~ (HD)

mapping

T4S7:  Environmental | 5GENESIS Surrey, UK EPI, TUC, UOS -

services

Table 3: Planned trial locations and involved partners of the Aquaculture use case scenarios.

Use case scenario Planned trial facility | Planned trial location | Scenario owner and | Other collaboration
partners (in
alphabetical order)

Al1S1: Sensory Data SEALAB, WINGS,

Monitoring 5G-EVE Athens, Greece ACTA, ERICSSON,

5G-VINNI Oslo, Norwa ICOM, NTUA, OTE,

' Y SKIRONIS,

TELENOR
Al1S2: Camera Data SEALAB, WINGS,
Monitoring 5G-EVE Athens, Greece 'IAC%I-I\? ! I\IIE'IBLIJ,%\S%(')I'E
5G-VINNI Oslo, Norway ! ' '

' SKIRONIS,

TELENOR

A1S3: Automation and WINGS, ACTA,

actuation ERICSSON, ICOM,

functionalities SG-EVE Athens, Greece NTUA, OTE,
SKIRONIS

© 5G-HEART Consortium 2019-2022
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Al1S4: Edge and SEALAB,
Cloud-based 5G-VINNI Oslo, Norway TELENOR
computing

ALS5: Cage to cage — K SEALAB,
on site communication SG-VINNI Oslo, Norway TELENOR

1.2 Organization of this Interim Report

The rest of this report is organized as follows. Chapter 2 describes the lists of KPIs associated with each
of the considered vertical industries (i.e., Healthcare, Transport and Aquaculture). The lists are provided
for a set of illustrative scenarios of each of the considered vertical use cases, while making distinction
between the user requirements and network KPIs. Chapter 3 provides the list of assessment tools that
will be used to monitor the performance during the planned vertical trials. Conclusions are drawn in
Chapter 4.

* X
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2

KEY PERFORMANCE INDICATORS

2.1

Common list of KPIs

This section provides the list of KPIs that are used across all verticals.

211

User requirements

2.1.1.1 Definitions

The common user requirements across all vertical industries, use-cases and scenarios have been
formulated in [1]:

1.

© 5G-HEART Consortium 2019-2022 Page 16 of 80

Video Reception: Indicates the need to receive high-definition video (4K, 8K) on the user device
(e.g., smartphone, TV/monitor and virtual/augmented reality (AR/VR) device). This need can
be interpreted into a network requirement for download bandwidth needs depending on the
video format (e.g., HD and 4K) and also the number of channels that must be simultaneously
received (i.e., 2 in the case of a stereoscopic/3D end device).

Video Transmission: Indicates the user need to transmit video information of different formats
and definitions/resolutions and frame rates (e.g., 4K, 8K or even 360°). This user requirement
influences the upload bitrates to be provided in the access network. The indicative bitrates for
different video formats are similar to those of the previous requirement (i.e., Video Reception).

Data Reception (downlink (DL)): Indicates the need to download any kind of data from the
network at various speeds/bitrates. Together with the nature of the data traffic (i.e.,
Service/Traffic Type), explained further below, this requirement directly influences the
dimensioning of the access network.

Data Transmission (uplink (UL)): Indicates the need to upload different types of data from the
user end device to the network and/or other users. Together with the nature of the data traffic
(i.e., Service/Traffic Type), explained further below, this requirement guides the network
planners to correctly size not only the UL bandwidth but also the backhauling capacity of the
network.

Voice Communication: Indicates the need to have interactive (i.e., full duplex) voice
communication between end users of the network and/or with a voice service platform. This
communication can be one-to-one, one-to-many or many-to-many (call-conference).

Mobility: Indicates the user need to receive and transmit information (e.g., video, data, and
voice) while moving (at low-walking and/or high speeds-train/car/airplane). Indicated speeds
are 5 km/h (e.g., walking), 50-200 km/h (e.g., automobile) and 200-500 km/h (e.g., fast trains).
If the end user or device is stationary, there is no mobility requirement, and the moving speed
is set to 0 km/h. All speed ranges should be supported by the network, but when planning how
to best support a use case, it is very useful to know the expected speed of motion of the end-
device (e.g., to define the hand-over specifications accordingly).

Location Information: Indicates the need to make available and provide location information of
the end-device/user with certain accuracy. For certain services (i.e., navigation of moving
vehicle, autonomous driving, and localization of a patient), it is very important to know the
location of the end-device (and therefore the end user), possibly in 3 dimensions. The accuracy
needed will also depend on the application and can be a few tens of meters down to even below
1 meter. This location information can be requested for both outdoor and indoor environments.

* X
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8. Edge Computing: For certain applications and/or services, there is a need to have computing
power/central processing unit (CPU) at proximity of the end device. For example, collision
avoidance for a fast-moving industrial robot might require complex analysis and calculations to
be performed (using the robot sensors and camera input) within a very short time, and then a
command to i.e., change course should be given at the shortest possible latency. The
simultaneous demand of high CPU power and very low latency can only be achieved by placing
computing power at proximity of the end-device (close to the next generation NodeB (gNB)).

9. Edge Storage: Similarly, to the previous user requirement, the simultaneous need to store and
retrieve large amounts of information while minimising delay for storage and retrieval actions
indicates that edge storage capabilities need to be provided. Examples of such situations are
surveillance using swarms of drones that need to upload real-time HD video, which will quickly
dictate emergency actions, or an autonomous vehicle that downloads detailed maps in real-time
while moving.

10. Fast Response (Low Latency): The time between issuing a request (i.e., change direction) or
transmitting a piece of information (i.e., the occurrence of an alarm) and receiving a response
should be as short as possible. Technology-wise, this is the E2E latency of a telecommunication
network, also referred to as round trip time (RTT). A simple measurement of this is done with
the “ping” command based on internet control message protocol (ICMP). Ping is a software tool
which measures the network layer RTT for messages sent from one machine to another machine.

11. Service/Traffic Type: This user requirement describes the traffic characteristics that the end
users (as a whole) receive and/or generate. It indicates whether there is a need for large volume
of traffic to be sustained over long periods of time, or large pieces of information/data to be
received or transmitted within a brief period of time (impulses/bursts), or maybe small amount
of information must be exchanged at certain (regular or irregular) time intervals (e.g., internet
of things (10T) traffic or control signals).

12. Reliability/Availability: Indicates whether the Service is to be provided 24/7 (24 hours/day 7
days/week continuously) and the level of interruption allowed, which should be specified as a
percentage, with values that are usually very close to 100%, e.g., 99.999%. Reliability and
Availability are different terms, but for the purpose of this document, we will define them as a
unified concept that measures from the user point of view the perception of having service
everywhere and all the time and how sensitive is the service to communications’ brief
disruption.

13. Space/Area Dependent Interactivity: This user requirement is a measure of the spatial
distribution of the end users/devices. It indicates the ability to issue commands (or even send
data/video) and request and receive acknowledgement of execution and/or reaction (that can be
in the form of data/video) within a very short period of time (in the msec order of magnitude)
from a large number of “co-located” end user/devices. Illustrative examples are gaming and/or
guidance for emergency evacuation, transaction stock/financial markets, or the simple request
of a webpage.

14. Security/Privacy: Finally, this requirement indicates the need to protect the usability and
integrity of user data, equipment, and network. Furthermore, it indicates that the privacy of user
identity and information should be protected. The access to the user data and information should
be controlled to the desirable degree of security (i.e., public, restricted, confidential, or
military/top-secret).

The above user requirements are summarized in Table 4.
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Table 4: Brief explanation of user requirements.

no | Requirement Explanation

1 Video Reception Need to receive high-definition Video (4K,8K) on the user device (e.g.,
smartphone, TVV/monitor, and AR/VR device).

2 | Video Transmission Need to transmit HD (e.g., 4K, 8K or even 360°).

3 Data Reception (DL) Need to download data from the network at various speeds/bitrates)

4 Data Transmission (UL) Need to upload data from the user end device

5 Voice Communication Need to have voice interactive communication - real time full duplex

6 Mobility Need to receive and transmit information (any of the above types) while moving
(at low-walking and/or high speeds-train/car/airplane)

7 Location Information Need to provide location information of the end-device/user (with certain
accuracy)

8 Edge Computing Need to have computing power/CPU at proximity since instantaneous responses
of complex calculations are needed (e.g., at the end device/car/robot).

9 Edge Storage Need to store and retrieve large amount of information with the least possible
delay for storage and retrieval actions (e.g., surveillance swarms of drones that
need to upload real-time HD video that will decide emergency actions, or
autonomous vehicles to download detailed maps in real time while moving).

10 | Fast Response (Low Latency) The time between issuing a request (i.e., change direction) or transmission of a
piece of information (i.e., occurrence of an alarm) and receiving a response
should be as short as possible.

11 | Service/Traffic Type Need for large amount of traffic to be sustained over long periods of time, or
large pieces of information/data to be received or transmitted within a brief
period of time, or small amount of information at certain intervals.

12 | Reliability/Availability Service is to be provided 24/7 (24 hours/day 7days/week continuously) without
interruption or small interruptions can be acceptable (i.e., if a communication
attempt fails, it can be repeated without consequences after certain amount of
time).

13 | Space/Area Dependent | Need to be able to issue commands and requests and receive acknowledgement

Interactivity of execution and/or reaction within a very short period of time (in the msec order
of magnitude) from a large number of end user/devices (e.g., gaming and or
guidance for emergency evacuation, transaction stock/financial markets or the
simple request of a webpage).

14 | Security/Privacy Need to protect the usability and integrity of user data, equipment and network.
Additionally, the privacy of the user Identity and information should be
protected and access to the user data and information should be controlled to the
desirable degree of security.

2.1.1.2 Values and units

For each of the user requirements presented in Section 2.1.1.1, there is a metric and value that the end
user should define or select to indicate the need and/or level of importance of each requirement. For
some of these requirements, a numeric value range is also given to provide an indication of the related
network parameter/specification for the more technically inclined end users.

1.

Video Reception: It is a Boolean value. The expected response is Yes or No. In the case of an
affirmative answer, then some explanation(s) can be expected in terms of the nature of the video
stream (i.e., format) and the number of simultaneous streams/channels that are being received.
The user can provide more details based on the video formats and associated bitrates expressed
in bits per second (bps) listed in Table 5.

Table 5: Indicative bitrates for video formats

Video format Indicative bitrate

HD Video

up to 15 Mbps

© 5G-HEART Consortium 2019-2022
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10.

11.

12.

13.

© 5G-HEART Consortium 2019-2022 Page 19 of 80

4K Video low frame rate 15-45 Mbps
4K Video high frame rate 45-70 Mbps

Video Transmission: Similarly to the previous user requirement, the expected answer is Yes or
No. In the case of an affirmative answer, more details should be given regarding the format of
the video stream and/or the number of streams.

Data Reception (DL): The value of this requirement is provided in a qualitative manner by
selecting High/Medium/Low representing values of 1 Gbps/100 Mbps/10 Mbps (or less),
respectively. If these values are not adequate, the user can also indicate Ultra High, which
represents a data stream of 10 Gbps.

Data Transmission (UL): The metrics for this requirement are the same as the one above (i.e.,
High/Medium/Low) with the only difference being the direction of the traffic from the user
towards the network.

Voice Communication: This is another Boolean requirement whose expected answer is Yes or
No. From the network point of view, this means the delivery of voice switching capabilities and
the demand for 128 kbps bidirectional traffic on demand with a reasonably short latency of 50-
200 msec. In addition, this value can be used to evaluate if the 5G infrastructure providers would
need additional components in the 5G core (5GC), such as internet protocol (IP) multimedia
subsystem (IMS) virtual network functions (VNFs).

Mobility: The metric of this requirement is the moving speed of the user and/or end-device. The
associated ranges are High Speed (i.e., 300-500 km/h), Medium Speed (i.e., 50-200 km/h),
Walking/Running Speed (i.e., 5-10 km/h) and Stationary (i.e., 0 km/h).

Location Information: This is a Boolean value (i.e., Yes/No). In case of “Yes”, approximate
accuracy should be given, rated as High/Medium/Low representing accuracies of +/- 0.5, 4 and
50 meters, respectively. The provided information can be provided separately for different types
of environments (e.g., indoor, and outdoor).

Edge Computing: It is a Boolean value (i.e., Yes or No).
Edge Storage: It is a Boolean value (i.e., Yes or No).

Fast Response (Low Latency): The requirement can be defined as Slow/Fast and Very Fast
representing network latencies around 100, 25 and 5 msec, respectively.

Service/Traffic Type: According to the description of this requirement, the possible metrics are
Sustained (i.e., continuous data traffic), Bursty (i.e., traffic in bursts) and Sporadic (i.e., traffic
at regular or irregular intervals). Each data flow type can then be defined as High, Medium, or
Low and indicative values are i.e., for sustained 1 Gbps, 100 Mbps and 10 Mbps (for High,
Medium, and Low), respectively. Similarly, representative values for the other traffic values can
be found in Table 6.

Reliability/Availability: This requirement can be valued as High, Medium, or Low, representing
a reliability of 99.99999% (7 nines), 99.999% (5 nines) and 99.99% (4 nines), respectively.

Space/Area Dependent Interactivity: The metric of this requirement is Dense (density>1 UE per
m?), Medium (1 UE/25m?<=density<1 UE/m?) and Sparse (density<1 UE per 25 m?). For each
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density, the interaction with the network/service can be characterized as High/Medium and Low,

representing 10.000, 100 and 1 transaction per second, respectively.

14. Security/Privacy: The metrics for this requirement are Baseline/Medium/High/Ultra-High

grade, ranging from no security all the way to military type security/encryption levels.

The various metrics and their associated values are summarised in Table 6.

Table 6: User requirements’ metrics and indicative ranges.

no Requirement Metric Values & Units
1 Video Reception Yes/No & no of UEs Mbps/channel or stream
2 Video Transmission Yes/No & no of Channels Mbps/channel or stream
3 Data Reception (DL) High/Medium/Low 100<high<=1.000 / 10<medium<=100
/low<=10 Mbps (Max for Ultra High is
10 Ghps)
4 Data Transmission (UL) High/Medium/Low 100<high<=1.000 / 10<medium<=100
/low<=10 Mbps (Max for Ultra High is
10 Ghps)
5 Voice Communication Yes/No 128 kbps UL/DL full duplex
6 Mobility High Speed/Medium | 200<high speed<=500 / 50<medium
Speed/Walking-Running speed<=200 / 5<walking-running-
Speed/Stationary cycling speed<=50/0 Km/h
7 Location Information High / Medium / Low Accuracy high<=1 / l<medium<=25 / low>25
meters
8 Edge Computing Yes/No User Perception (derived from Latency
and traffic type)
9 Edge Storage Yes/No User Perception (derived from Latency
and traffic type)
10 Fast Response (Low Latency) | Slow / Fast/ Very Fast slow>=100 / 25<=fast<100 / very
fast<25 msec
11 Service/Traffic Type Sustained High/medium/Low data | Sustained 100<high<=1,000 /
rate 10<medium<=100 /low<=10 Mbps
Bursty High/medium/Low, burst | Bursty 10<high<=1,000 /
size 0.01<medium<=10 / low<=0.01 MByte
bursts
Sporadic High/medium/Low msg/s | Sporadic 10<high<=1,000 /
0.01<medium<=10 / low<=0.01
packets/s
12 Reliability/Availability High / Medium / Low 99.99999% / 99.999% / 99.99%
13 Space/Area Dependent | Dense High/Medium/Low Dense >1 UE/m? and 100<high<=1,000
Interactivity /  1<medium<=100 / low<=1
transaction/s
Medium Density | 1 UE/25m?<=Medium<1 UE/m? and
High/Medium/Low 100<high<=1,000 / 1<medium<=100 /
low<=1 transactions/s
Sparse High/Medium/Low Sparsity of < 1 UE25m? and
100<high<=1,000 / 1<medium<=100 /
low<=1 transactions/s
14 Security/Privacy Baseline /Medium /High / Ultra- | Public/restricted/Confidential/top-
High grade Secret-Military grade
2.1.2  Network KPIs

2.1.2.1 Definitions

To measure the degree of fulfilment of the user requirements described in Section 2.1.1, the following
network KPIs have been proposed in [2]:

© 5G-HEART Consortium 2019-2022
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DL/UL user throughput: this corresponds to the 5%-percentile of the user throughput. The user
throughput (during active time) captures all types of data (e.g., video and voice). It is defined as
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the size of a burst divided by the time between the arrival of the first and last packets of that
burst.

Broadband connectivity/peak data rate: this corresponds to the highest theoretical data rate
assuming error-free (ideal) conditions assignable to a single mobile station, when all assignable
radio resources for the corresponding link direction are utilised (i.e., excluding radio resources
that are used for physical layer synchronisation, reference signals or pilots, guard bands and
guard times).

Latency requirements: this corresponds to the time it takes from the moment a data packet is
sent to the moment it is received.

Reliability: this corresponds to the success probability of transmitting X bytes within a certain
delay, which is the time it takes to deliver a small data packet from the radio protocol layer 2/3
service data unit (SDU) ingress point to the radio protocol layer 2/3 SDU egress point of the
radio interface, at a certain channel quality (e.g., coverage-edge).

Mobility: corresponds to the maximum user speed at which a defined QoS can be achieved.
Location accuracy: corresponds to the accuracy with which location information is provided to
the end device/user.

Connection (device) density: this corresponds to the total number of devices fulfilling a target
QoS per unit area (per km?), where the target QoS is to ensure a system packet drop rate less
than 1% under a given packet arrival rate and packet size.

Interactivity: this corresponds to the ability to issue commands (or even send data/video) and
request and receive execution acknowledgement and/or reaction (e.g., data/video) within a very
short period of time (in the msec order of magnitude).

Area traffic capacity: this corresponds to the total traffic throughput served per geographic area.
The throughput is defined as the number of correctly received bits, i.e., the number of bits
contained in the layer 3 SDUs over a certain period of time.

Security/privacy: this corresponds to the need to protect the usability and integrity of user data,
equipment, and network, as well as the privacy of the user identity and information.

Table 7 summarises the network KPIs and gives brief explanations for the sake of comprehensiveness.

Table 7: Brief explanation of network requirements.

No Network KPI Explanation
1 User DL throughput Accumulative (i.e., V|.deo_, voice and data) sustained throughput on the DL
(measured at the application layer).
2 User UL throughput Accumulative (i.e., VI.dEO., voice and data) sustained throughput for the UL
(measured at the application layer).
3 rBz:t(:) adband connectivity/peak data Highest (most stringent value in UL/DL) data rate.
. The time it takes from the moment a data packet is sent to the moment it is
4 Latency requirements .
received.
5 Reliability The success probability of transmitting X bytes within a certain delay.
6 Mobility The maximum user speed at which a defined QoS can be achieved.
. The accuracy with which location information is provided to the end
7 Location accuracy .
device/user.
8 Connection (device) density The total number of devices fulfilling a specific QoS per unit area.
9 Interactivity The ablll_ty to se_nd request sand receive acknowledgements within a very
short period of time.
10 Area traffic capacity The total traffic throughput served per geographic area.
. . The protection of the usability and integrity of user data, equipment, and
1 Security/privacy network, as well as the privacy of the user identity and information.
** * **
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2.1.2.2 Values and units

Table 8 defines a set of qualitative indicators together with their associated ranges of values for each of
the network KPIs defined in Section 2.1.2.1.

Table 8: Network requirements' metrics and indicative values.

No | Network KPI Qualitative indicators Associated ranges
1 User DL throughput Low/Medium/High Low < 1 Mbps
2 User UL throughput Low/Medium/High 1 < Medium < 10 Mbps
10 Mbps < High
3 Broadband  connectivity/peak | Low/Medium/High Low < 100 Mbps
data rate

100 < Medium < 1000 Mbps
1000 Mbps < High <20 Gbps

4 Latency requirements Low/Medium/High Low > 25 msec

5 <Medium < 25 msec
High < 5 msec

5 Reliability Low/Medium/High Low: 99.99%

Medium: 99.999%

High: 99.99999%

6 Mobility Low/Medium/High Low < 50 km/h

50 < Medium < 200 km/h
200 < High <500 km/h

7 Location accuracy Low/Medium/High Low>25m
1<Medium<25m

High<1m

8 Connection (device) density Low/Medium/High Low < 40x108 devices/km?
40x10° < Medium < 108 devices/ km?
High > 10° devices/ km?

9 Interactivity Low/Medium/High Low < 1 transaction/s
1 < Medium < 100 transactions/s

100 < High < 1000 transactions/s

10 Area traffic capacity max 10 Mbps/m?

11 Security/privacy Low/Medium/High Low: Public
Medium: Restricted
High: Confidential

2.2 KPIs for Healthcare

The Healthcare vertical involves the following use cases, each of which is further divided into one or
more subcases:

e H1 - Remote interventional support,
e H2 - Automatic pill camera anomaly detection,
o H3 - Vital-sign patches with advanced geo-localization.
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For each of these use cases, this section provides the target values of the user requirements and network
KPIs previously defined in Section 2.1. Network KPIs are used to evaluate whether the network can
provide what is expected for the particular use case needs. Next, the common list of KPIs for the use
case, i.e., KPIs that are common in several scenarios of the use case, is initially identified. The analysis
continues with the KPIs that are specific to each scenario of the use case.

Additionally, the following tests will be performed for subcases H1B, H1D, H2A and H3A on the 5G-
VINNI platform:

o  Stress testing of the 5G-VINNI network,
o Verification of infrastructure compliance when running VNF application in the 5G-VINNI
network.

2.2.1  Common list of KPIs
2.2.1.1 Application KPIs

In addition to the common KPIs listed in Section 2.1.1, we have defined the following metrics related
to two of the Healthcare scenarios:

1. Video Reception Wearable. This has the same definition as the Video Reception KPI defined in
Section 2.1.1.1, however applied to wearables.

2. Video Reception Mean Opinion Score (MOS). This is the MOS requirement for the video
reception, given on a scale from 1 (bad) to 5 (excellent), as e.g., defined in ITU
Recommendation P.800" as "the arithmetic mean over all individual values on a predefined
scale that a subject assigns to his opinion of the performance of a system quality”.

3. Video Transmission from Wearable. Same definition as the Video Transmission KPI defined in
section 2.1.1.1, however applied in particular to wearables.

4. Audio MOS. MOS requirement for the audio reception, given on a scale from 1 (bad) to 5
(excellent), see point 2 above for Video Reception MOS.

5. QoS Event. Refers to QoS class identifier (QCI) as defined by the Third Generation Partnership
Project (3GPP), to ensure bearer traffic is allocated appropriate QoS. Different bearer traffic
requires different QoS and therefore different QCI values. Examples of the QoS parameters
include guaranteed bit rate (GBR) or non-GBR, priority handling, packet delay budget and
packet error loss rate. The QCI classes are defined in 3GPP TS 23.203 [3].

2.2.1.2 Network KPIs
N/A.
2.2.2 H1 Remote interventional support

This use case is about the use of advanced, rich media communications for remote monitoring, education
and robotics in patient diagnostics and treatment, and we define four scenarios (subcases):

H1A: Educational surgery,

H1B: Remote ultrasound examination,
H1C: Paramedic support,

H1D: Critical health event.

T https://www.itu.int/rec/T-REC-P.800/en

* X

* %
*

© 5G-HEART Consortium 2019-2022 Page 23 of 80

* x*



D6.3 KPI Assessment Tools

2.2.2.1 User requirements

The user requirements associated with the various sub-cases of use case H1 (i.e., H1{A-D}) have been
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analysed in D2.1 [1]. Table 9-Table 12 summarise the outcome of this analysis, respectively.

Table 9: H1A (i.e., Educational surgery) user requirements.

Requirement Metric Values & Units

Video Reception Yes 15 Mbps/channel or stream
Video Transmission Yes 200 Mbps

Data Reception (DL) High < 1Gbps

Data Transmission (UL) High < 200 Mbps

Voice Communication Yes 128 kbps UL/DL

Mobility Stationary -

Location Information Low accuracy Location not used

Edge Computing Yes 4K transcoding capabilities
Edge Storage Yes 4K transcoding capabilities
Fast Response (Low Latency) Slow >100 msec

Service/Traffic Type Sustained High <1 Gb/s
Reliability/Availability Low < 99%

Space/Area Dependent Interactivity

Dense low

1-20 UE/m?2 and < 1 transaction/s

Security/Privacy

High

Confidential (general data protection
regulation (GDPR))

Table 10: H1B (i.e., Remote ultrasound examination) user requirements.

Requirement

Metric

Values & Units

Video Reception

Yes 3-4 channels

15 Mbps/channel or stream

Video Transmission

Yes 3-4 channels

45 Mbps/channel or stream

Data Reception (DL) Medium <100 Mbps

Data Transmission (UL) Low <10 Mbps

Voice Communication Yes 128 kbps UL/DL
Mobility Stationary -

Location Information Low Accuracy -

Edge Computing Yes Derived from latency
Edge Storage Yes Derived from latency
Fast Response (Low Latency) Fast <50 msec
Service/Traffic Type Sustained High Sustained 100 Mbps
Reliability/Availability Low <99.9 %

Space/Area Dependent Interactivity

Dense medium

> 1 UE/m? and <100 transactions/s

Security/Privacy

High

Confidential (GDPR)

Table 11: H1C (i.e., Paramedic support) user requirements.

Requirement Metric Values & Units

Video Reception Yes 15 Mbps/channel or stream
Video Reception Wearable Yes >2 Mbps per stream

Video Reception MOS High MOS =5 (or 4)

Video Transmission Yes 15 Mbps/channel or stream
Video Transmission from Wearable Yes >2 Mbps per stream

Audio MOS High MOS =5

Data Reception (DL) Low -

Data Transmission (UL) Low -

Voice Communication Yes 128 kbps UL/DL

Mobility Medium
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Location Information Low Accuracy -

Edge Computing No -

Edge Storage No -

Fast Response (Low Latency) Fast <100 msec

Audio/Video latency Slow <200 msec

Service/Traffic Type Sustained medium Sustained 10 Mbps
Reliability/Availability High >99.99999%

QoS Event - GBR or QCI2/QCl4 with >2Mbps UL
Space/Area Dependent Interactivity Dense low Dense: >2-3 devices /m?
Security/Privacy High Confidential (GDPR)

Table 12: H1D (i.e., Critical health event) user requirements.

Requirement Metric Values & Units

Video Reception Yes 15 Mbps/channel or stream
Video Receiption Wearable Yes >2 Mbps per stream

Video Reception MOS High MOS =5 (or 4)

Video Transmission Yes 15 Mbps/channel or stream
Video Transmission from Wearable Yes >2mbps per stream

Audio MOS High MOS =5

Data Reception (DL) Low <10 Mbps

Data Transmission (UL) Low <10 Mbps

Voice Communication Yes 128 kbps UL/DL

Mobility Walking-running speed <10 km/h

Location Information Medium >25m

Edge Computing No -

Edge Storage No -

Fast Response (Low Latency) Fast <100 msec

Audio/Video latency Slow <200 msec

Service/Traffic Type Sustained High Sustained >100 Mbps
Reliability/Availability High >99.99999 %

QoS Event High GBR or QCI2/QCl4 with >2 Mbps UL
Space/Area Dependent Interactivity Dense high Dense > 1UE/m? and >100 transactions/s
Security/Privacy High Confidential (GDPR)

2.2.2.2 Application KPIs

The need for application KPIs to capture the end user perspective in the case of video perception has
been identified. The user is indifferent to video bit rates but will more likely relate to screen size and
resolution, needing to see certain details in the image or video. Eventually, this translates into
requirements for the supported bit rate, based on the video compression being used for the transmission.
A typical way of measuring this might be by use of MOS but performing a full experiment with
responders might not be feasible in the context of 5G-HEART. There are, however, models for providing
MOS estimates based on quantitative measurement. This will be further elaborated in the next release
of this document.

2.2.2.3 Network KPIs

The user requirements associated with the various sub-cases of use case H1 (i.e., HL{A-D}) have been
converted into the list of network requirements described in Table 13 [2].

Table 13: H1{A-D} network requirements.
‘ H1B ‘ H1C

‘ No ‘ Network KPI H1A ‘ H1D ‘
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_— 1 < Medium < 10
) ) Hs'gh' . 2100 Mbps Mbps (wearable .
1 User experienced | High: 60 Mbps | (Scenario-1) video) 1 < Medium < 10
DL throughput single user igh- ) Mbps (wearable
?Slggﬁario-lgo MBPS | 10 < High < 100 | yideo)
Mbps (ultrasound)
_— 1 < Medium < 10
) High: 200 Mbps Mbps (wearable .
User experienced | . . (Scenario-1) video) 1 < Medium < 10
2 High: 60 Mbps
UL throughput High: 140  Mbps Mbps  (wearable
(Scer;ariO-Z) 10 < ngh < 100 Video)
Mbps (ultrasound)
Broadband . both DL and UL:
3 connectivity/peak 1880 I\</Ib|\2ed|um = | 100 < Medium <1000 | 100 < Medium < | 100 < Medium <
data rate P Mbps 1000 Mbps 1000 Mbps
Low > 25 msec 25 < Low < 200 msec
HAS wearable video
4 Latency ( ) 5 < Medium < 25 msec ( ) 25 = Low < 200
requirements 5 < Medium < 25 5 < Medium < 25 | MSec
msec (WebRTC) msec (ultrasound)
Medium:  99.999%
5 | Reliability (WebRTC) High: 99.99999% Medium: 99.999% | Medium: 99.999%
Low: 99.99% (HAS)
6 Mobility Low < 50 km/h Stationary i?n/? Medium < 160 Low < 50 km/h
7 | Location Low>25m Low>25m Low>25m Low>25m
accuracy
Low: 5  devices | | gw: < 10 devices in Low: < 5 devices
Connection ] . (Scenario-1) and around the s
8 . . Low: 20 devices on location, 1-2
(device) density Low: 3 devices | ambulance and 2-3 robabl
(Scenario-2) devices for testing P y
9 Interactivity Low < 1] 100 < High < 1000 | Low < 1| Low < 1
transaction/s transactions/s transaction/s transaction/s
200 Mbps/m? | > 1, < 10 Mbps/m?
i (Scenario-1) (wearable video)
10 Area traffic 60 Mbps/m? > 1, < 10 Mbps/m?
capacity 140 Mbps/m? | >10, < 100 Mbps/m?
(Scenario-2) (ultrasound)
. . _— — _— — _— — High:
11 | Security/privacy High: Confidential High: Confidential High: Confidential Confidential
2.2.3  H2 Automatic pill camera anomaly detection

This use case is about using colon wireless capsule endoscopy with automatic polyp detection for early
detection of colon cancer with high mortality. One subcase is investigating the pill-based endoscopy
with remote wireless capsule polyp detection (i.e., H2A).

2.2.3.1 User requirements

The user requirements associated with the considered illustrative sub-case of use case H2 (i.e., H2A)
have been analysed in D2.1 [1]. Table 14 summarises the outcome of this analysis.

Table 14: H2A user requirements.

Requirement

Metric

Values & Units

Video Reception

No
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Video Transmission Yes >10 Mbps, single channel
Data Reception (DL) No -

Data Transmission (UL) Low <10 Mbps

Voice Communication No -

Mobility Walking-running speed <3 m/s

Location Information

No

Edge Computing Yes Based on latency

Edge Storage Yes Based on latency

Fast Response (Low Latency) Very fast 1-3 msec

Service/Traffic Type Sustained low Sustained 10 Mbps
Reliability/Availability High >99.99999 %

Space/Area Dependent Interactivity Sparse Low Sparse < 1UE/m? and < 1 transaction/s
Security/Privacy High Confidential (GDPR)

2.2.3.2 Application KPIs

In this use case the need for application KPIs to capture the end user perspective related to low latency
has been identified. It is recognized that extremely low latency is needed, if the feedback from the
automatic polyp detection shall reach the capsule fast enough, so it can focus on the suspicious area in
the patient’s colon before it has moved too far away. The clinical specialist, who will make analysis of
the examination results will be concerned with what he/she sees on the part of the video which is marked
as a ‘high interest’ section. If the capsule focusses too late, the image will not contain the needed detail
for a proper investigation and decision support, so the specialist will rate this as low quality, and not be
concerned with latency.

2.2.3.3 Network KPIs

The user requirements associated with the illustrative sub-case of use case H2 (i.e., H2A) have been
converted into the list of network requirements described in Table 15 [2].

Table 15: H2A network requirements.

H2A

Low < 1 Mbps (control data to PillCam)

10 < High < 100 Mbps (image data from PillCam)
DL: Low < 1 Mbps

No | Network KPI

1 User experienced DL throughput

2 User experienced UL throughput

3 Broadband connectivity/peak data rate
UL: High > 10 Mbps
4 Latency requirements High: 1 ~ 3 msec
5 Reliability Medium: 99.999%
6 Mobility Stationary
7 Location accuracy Low>25m
8 Connection (device) density Low: 3-4 devices at each end
9 Interactivity N.A.

10 | Area traffic capacity <100 Mbps/m?

11 | Security/privacy Medium: Restricted
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H3 Vital-sign patches with advanced geo-localization

This use case is investigating direct-to-cloud, disposable vital-sign patches to enable continuous
monitoring of ambulatory patients, anytime and anywhere. The research and experiments are divided

into two subcases:

o H3A: developing and testing a vital-sign patch prototype which can be connected to the network

using C-10T technology,

o H3B: developing and testing methods for precise geo-location of the tag (localizable tag).

2.2.4.1 User requirements

The user requirements associated with the various sub-cases of use case H3 (i.e., H3{A,B}) have been
analysed in D2.1 [1]. Table 16 and Table 17 summarise the outcome of this analysis, respectively.

Table 16: H3A user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) No -

Data Transmission (UL) Low <100 kb/s

Voice Communication No -

Mobility Walking-running speed <3 m/s

Location Information No -

Edge Computing No -

Edge Storage No -

Fast Response (Low Latency) Slow ~5 min

Service/Traffic Type Sporadic Low Sporadic, >0.01 packet/s (one transaction every
two hours)

Reliability/Availability Medium >99.999 %

Space/Area Dependent Interactivity

Medium Density low

< 1 UE25 m? and < 1 transaction/s (500
devices/cell)

Security/Privacy High Confidential (GDPR)

Coverage Medium Indoor/outdoor, on-par with cellphones @ 0 dBm
TRP

Energy Very low ~1 mWh per ~1 kb upload message

Table 17: H3B user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) Low <50 kbps

Data Transmission (UL) Low <50 kbps

Voice Communication No -

Mobility Medium (for ping) 130 km/h

Location Information Medium accuracy 10 m radius (indoor) and a floor-accurate
Edge Computing No -

Edge Storage No -

Fast Response (Low Latency) Slow Localization information must be available in <1

min

Service/Traffic Type

Sporadic Low

Sporadic 0,005 messages/s

Reliability/Availability

medium

99.999%

Space/Area Dependent Interactivity

Sparse Low

Sparsity of < 1 UE/100m? and 0,005 transaction/s
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| Security/Privacy | High | Confidential (GDPR) |

2.2.4.2 Application KPIs

Next, we provide an example of taking the end user perspective to define application KPlIs related to
reliability. Even though the traffic is sporadic and low intensity, it is required that critical messages
reach the patient support service. From a system point of view, this is a reliability issue, but an important
KPI influencing this is actual network coverage. This will be further elaborated in the next release of
this document.

2.2.4.3 Network KPIs

The user requirements associated with the various sub-cases of use case H3 (i.e., H3{A,B}) have been
converted into the list of network requirements described in Table 18 [2].

Table 18: H3{A,B} network requirements.

No | Network KPI H3A H3B

1 User experienced DL throughput N.A. N.A.

2 User experienced UL throughput Low < 1 Mbps Low < 1 Mbps

3 Broadband connectivity/peak data rate Low < 1 Mbps Low < 1 Mbps

4 Latency requirements Low > 1 sec Low > 1sec

5 Reliability Low: 99.99% Low: 99.99%

6 Mobility 50 < Medium <200 km/h | 50 < Medium <200 km/h
1<Medium<25m

7 Location accuracy* N.A. 10-m radius (indoor) and a

floor-accurate

8 Connection (device) density Low: 1000 devices per cell | Low: 1000 devices per cell

max max
9 Interactivity N.A. N.A.

<1 Mbps/m?
10 | Area traffic capacity 1 patient/m? gives same | <1 Mbps/m?

number as peak rate

11 | Security/privacy High: Confidential High: Confidential

2.3 KPIs for Transport

The Transport vertical involves the following use-cases, each of which is further divided into one or
more scenarios:

e T1 - “Platooning” that considers vehicles forming a tightly coordinated “train” with
significantly reduced inter-vehicle distance, thus increasing road capacity and efficiency.

e T2 - “Autonomous/assisted driving” that involves semi-automated or fully-automated driving
to achieve safer traveling, collision avoidance, and improved traffic efficiency.

* For H3B, the location accuracy will be assessed in CEA-Labs versus a golden reference that can be either a GNSS receiver
(outdoor applications) or a set of annotated measurements (ranging measurements).

* X
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e T3 - “Support for remote driving” that enables a remote human operator or a cloud-based
application to operate a remote vehicle, and

e T4 - “Vehicle data services” that focuses on interconnecting various service providers to
connected automated vehicles via the available 5G infrastructure.

For each of these use cases, this section provides the target values of the user requirements and network
KPIs previously presented in Section 2.1. Next, the common list of KPIs for the use case, i.e., KPIs that
are common in several scenarios of the use case, is initially identified. The analysis continues with the
KPIs that are specific to each scenario of the use case.

2.3.1  Common list of KPIs
N/A.
2.3.2 T1 Platooning

This use case aims at supporting the basic platooning operation through the following scenarios (i.e.,
functionalities):

e TI1S1&T1S2: High bandwidth in-vehicle situational awareness and see-through for platooning.
2.3.2.1 User requirements

The user requirements associated with the various scenarios of use case T1 (i.e., T1S{1-2}) have been
analysed in D2.1 [1]. Table 19 summarises the outcome of this analysis.

Table 19: T1S1&T1S2 (i.e., High bandwidth in-vehicle situational awareness and see-through for
platooning) user requirements.

Requirement Metric Values & Units

Video Reception Yes (platoon members) 15 Mbps/channel or stream (HD video)

Video Transmission Yes (platoon leader) 15 Mbps/channel or stream (HD video)

Data Reception (DL) Medium 10 to 100 Mbps

Data Transmission (UL) Medium 10 to 100 Mbps

Voice Communication No -

Mobility Medium Speed 50-200 km/h

Location Information High Accuracy +0.5m

Edge Computing Yes User Perception (derived from Latency and traffic

type)

Edge Storage No -

Fast Response (Low Latency) Very Fast 5 msec

Service/Traffic Type Sustained Medium Sustained 100 Mbps

Reliability/Availability High 99.99999%

Space/Area Dependent Interactivity Density of >1 UE/10 m? and 100 transactions/s
Medium  density  and
Medium interaction

Security/Privacy Baseline Public

2.3.2.2 Application KPIs

Considering the user perspective to identify and define an “application KPI”, at first sight, the
determinant factor for the T1S1&T1S2 (i.e., high bandwidth in-vehicle situational awareness and see-
through for platooning) scenario is the capability of the platoon members to observe a smooth video
stream from the platoon lead. However, the actual perception of the passengers sitting inside platoon

* X
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vehicles actually depends also on other factors, such as the vehicle velocity, size of the platoon and type
of road. For instance, the impact of video stalls would not be high if the platoon members have good
visibility of the road ahead or the platoon is not moving at all (e.g., stopped at a red traffic light), while
in obstructed environments with reduced visibility and the platoon moving at high speed (e.g.,
highways), any video stall could significantly increase the drivers’ sense of anxiety. Such
interdependencies will be further elaborated in the next release of this document.

2.3.2.3 Network KPIs

The user requirements associated with the various scenarios of use case T1 (i.e., T1S{1-2}) have been
converted into the list of network requirements described in Table 20 [2].

The key network requirements for the T1S1&T1S2 (i.e., high bandwidth in-vehicle situational
awareness and see-through for platooning) scenario are low latency, high UL and DL throughput,
location accuracy and medium mobility to sustain the involved AR real-time video stream from the
platoon leader to the other members, and the object and event detection capabilities that are extended to
the trailing vehicles through vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communications over 5G.

Table 20: T1S{1-2} network requirements.

No | Network KPI T1S1 & T1S2
User experienced | . i
1 DL throughput High (25-80 Mbps)
User experienced .
2 UL throughput High (25-80 Mbps)
Broadband .
. DL: Medium (80 Mbps)
3 gonnectlwty/peak UL Medium (80 Mbps)
ata rate
4 Latency Medium (5 msec)
requirements
5 Reliability High (99.99999%)
6 Mobility Medium (50-200 km/h)
7 Location High (0.5 m)
accuracy
Connection 4.3x10° platoon
8 (device) density® members/km? (peak)
ty <50 platoon members/km?
(typical)
9 Interactivity Medium (100 transactions/s)
0.344 Mbps/m? (DL peak)
) ;
0 Area traffic 0.004 Mbps/m? (DL typical)
capacity 0.344 Mbps/m? (UL peak)
0.004 Mbps/m? (DL typical)
11 | Security/privacy Low (Public)

§ Example estimate is for worst case US Freeway scenario that does not include arterial roads (i.e., onramps): 5 lanes in each
direction or 10 lanes total per highway, for up to 3 highways intersecting = 3,100 to 4,300 cars per square kilometer [4].
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2.3.3 T2 Autonomous/assisted driving
This use case combines sensor data and communication capabilities to support advanced driving modes.
It considers three illustrative scenarios:

e T2S1&T2S2: Smart junctions and network assisted & cooperative collision avoidance (CoCA),
e T2S3: QoS for advanced driving,
e T2S4: Human tachograph.

2.3.3.1 User requirements

The user requirements associated with the various scenarios of use case T2 (i.e., T2S{1-4}) have been
analysed in D2.1 [1]. Table 21-Table 23 summarise the outcome of this analysis, respectively.

Table 21: T2S1&T2S2 (i.e., Smart junctions and network assisted & CoCA) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) Low 10 Mbps

Data Transmission (UL) Low 10 Mbps

Voice Communication No -

Mobility Medium speed Maximum 160 km/h

Location Information High Accuracy +0,5m

Edge Computing Yes User Perception (derived from
Latency and traffic type)

Edge Storage Yes User Perception (derived from
Latency and traffic type)

Fast Response (Low Latency) Very Fast 5 msec

Service/Traffic Type Mixture of Sustained Low data rate and | Mixture of Sustained 10 Mbps and

Bursty medium burst-size Bursty 10 MByte bursts

Reliability/Availability Medium 99.999%

Space/Area Dependent Interactivity Medium density and High interaction Density of 1 UE / 10 m?and 1.000
transactions/sec

Security/Privacy Baseline Public

Table 22: T2S3 (i.e., QoS for advanced driving) user requirements.

Requirement Metric Values & Units
Video Reception No -
Video Transmission No -
Data Reception (DL) Low 10 Mbps
Data Transmission (UL) Low 10 Mbps
Voice Communication No -
Mobility Medium Speed 50-200 km/h
Location Information Medium (low automation levels) to | 4 m (low automation levels) to £0.5 m
High (high automation levels) | (high automation levels)
Accuracy
Edge Computing Yes User Perception (derived from Latency
and traffic type)
Edge Storage No -
Fast Response (Low Latency) Slow (low automation levels) to | 100 msec (low automation levels) to 5
Very Fast (high automation levels) | msec(high automation levels)
Service/Traffic Type Sustained Low Sustained 10 Mbps
Reliability/Availability High 99.99999%
** * **
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Space/Area Dependent Interactivity | Sparse and Medium interaction Sparsity of < 1 UE/100 m? and 100
transactions/s
Security/Privacy High Confidential

Table 23: T2S4 (i.e., Human tachograph) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) Low <10 Mbps

Data Transmission (UL) Low <10 Mbps

Voice Communication No -

Mobility Medium 50-200 km/h

Location Information High Accuracy +0,5m

Edge Computing Yes User Perception (derived from Latency and traffic

type)
Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Very fast 5ms

Service/Traffic Type Sustained Low data rate | Sustained: 10 Mbps (wearables data)
(wearables data) | Bursty: 10 MByte bursts (history data)
Bursty Medium burst-size | Sporadic: 1 msg/sec (synchronisation)
(history data)
Sporadic  Medium msg/sec
(synchronisation)

Reliability/Availability Low 99.99%

Space/Area Dependent Interactivity | Medium density and High | Density of 1 UE/10 m? and 1.000 transactions/s
interaction

Security/Privacy High Confidential

2.3.3.2 Application KPIs

Next, for few illustrative scenarios, we provide an initial insight into how to take into consideration the
end user perspective in terms of latency to define “application KPIs”.

For the T2S1&T2S2 (i.e., Smart junctions and network assisted & CoCA) scenario, it is recognized that
ultra-low latency is required when providing the current signal state of a traffic light to a vehicle. If the
latency between the actual signal state of the traffic light and the time this signal state information is
received within a vehicle is too high, a dangerous situation may arise. It could be for example that the
traffic light already turned red, while the vehicle is under the assumption that the current state of the
traffic light is still green.

For the T2S4 (i.e., human tachograph) scenario, the users that have subscribed to receive warning
messages based on the status of other drivers (analysed by the human tachograph service) in the area
need to get these warning messages as soon as anomalies are detected. If the warning messages are not
delivered fast enough, the information they contain becomes obsolete as the situation in the real time
road traffic has already passed. For example, when driver drowsiness is detected (e.g., through a
combination of wearables and vehicle’s on-board sensors) in highway speeds, information about the
increased risk in the area needs to be delivered to the nearby road users very fast so that both the other
human drivers and automated vehicles can proactively perform preventive actions. The preventive
actions can be, e.g., increasing safety distances or slowing down, but if the warning messages are not
received fast enough, these actions must be performed reactively and user experiences poor service
quality from the warning system.

The key user requirements for T254 have been defined in [1]. Taking into consideration the example
scenario provided above, the user expects the human tachograph service to have fast response to the
detected road safety risks in the form of the warning messages that are securely and reliably delivered
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to all road users in the relevant area. The user also expects that the service quality is maintained without
problems at least in normal highway speeds. In order to assess the quality of experience from the user
perspective, the relevant KPIs that can be directly measured from the network on top of which the service
is deployed are the communication throughput, latency, reliability, and interactivity in the form of
performed service transactions per second. From the application scalability perspective, the key network
KPI to be measured during the trials is the overall broadband connectivity/peak data rate. In addition,
even if not measured directly from the network during the trials, the ability of the current 5G
technologies to provide accurate user location information, mobility support and security/privacy
enablers must be assessed/analysed. The mapping (based on [2]) used to analyse the user and application
KPIs from the measured network KPIs is provided in Table 24. The target values for the network KPIs
in T2S4 are defined in [18].

Table 24: Mapping between key user KPIs and network KPIs for T2S4

User KPI [1] Network KPI [2]

Fast response Latency, reliability

Service/traffic type User experienced UL/DL throughput

Space/area dependent interactivity Interactivity, broadband connectivity/peak data rate

2.3.3.3 Network KPIs

The user requirements associated with the various scenarios of use case T2 (i.e., T2S{1-4}) have been
converted into the list of network requirements described in Table 25 [2].

For the T2S1&T2S2 (i.e., smart junctions and network assisted & cooperative collision avoidance)
scenario, the key network requirements are related to latency, location accuracy, mobility, and
interactivity to support network-assisted time-critical safety information towards vehicles to prevent
traffic accidents and assist cooperative automated driving functions when the vehicles pass through an
intersection.

For the T2S3 (i.e., QoS for advanced driving) scenario, the key network requirements are high UL/DL
throughputs, medium latency, high reliability, and high location accuracy to support the dynamic
selection of the most appropriate automation level based on the context at-hand (e.g., the operating
conditions of the vehicle, design decisions made by manufacturers and regulation in-force).

For the T2S4 (i.e., human tachograph) scenario, the key network KPIs measured during the trials are
broadband connectivity/peak data rate, latency, and reliability. The achievable peak data rates are
measured for both UL and DL in order to find the upper bounds for the link capacity in the utilised
network configuration. The results are mainly used in the assessment of scalability for the different
service architecture options. The one-way latency performance is measured with a special interest for
the UL direction. The results are used to compare the feasibility of the different service architecture
options as the trials progress. The reliability is assessed indirectly based on the measured latencies (and
jitter) and is provided as a function of the time constraint for a successful packet transfer. If feasible,
connection (device) density, interactivity and area traffic capacity will also be assessed from the service
scalability perspective using emulated UEs.

Table 25: T2S{1-4} network requirements.

No | Network KPI T2S1 & T2S2 T2S3 T2S4
User  experienced . . .
1 DL throughput Medium (10 Mbps) High (10-50 Mbps) Low to Medium (<10 Mbps)
User  experienced ; . i .
2 UL throughput Medium (10 Mbps) High (0.25-10 Mbps) Low to Medium (<10 Mbps)
** * **
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3 Egﬁﬁgg?&? Ineak DL: Low (20 Mbps) | DL: Low (50 Mbps) | DL: Medium (>100 Mbps)
d yip UL: Low (20 Mbps) UL: Low (10 Mbps) UL: Low (<100 Mbps)
ata rate
Low automation levels:
4 Latency Medium (5 msec) Low (100. msec).l Medium (5 msec)
requirements High automation levels:
Medium (5 msec)
5 Reliability Medium (99.999%) High (99.99999%) Low (99.99%)
6 | Mobility tﬂn?/dr:)um (max 160 | \1odium (50-200 kivh) | Medium (50-200 km/h)

Low automation levels:
Medium 4 m).

7 Location accuracy | High (0.5 m) High automation levels: High (0.5 m)
High (0.5 m)
3 | 4.3x10° devices /km? | Worst case:
Connection (device) Low ) <4.3x10 (peak) Low (4.3x10° devices/km?)
8 densi devices/km (peak) L
ensity tvoical- N A Typical:
ypical: LA 100 vehicles’lkm? | Low (0.43x10° devices/km?)
(typical)
- High (1000 | Medium (200 . .
9 Interactivity transactions/s) transactions/s) High (1000 transactions/s)
0.215 Mbps/m?> (DL
peak)
0.005 Mbps/m? (DL | <0.043 Mbps/m? (DL peak)
0.043 Mbps/m? (DL ; )
0 Area traffic | peak) typical) <0.043 Mbps/m? (UL peak)
i 2
capacity Oé(;f; Mbps/m* (UL 0.043 Mbps/m? (UL | <0.0043 Mbps/m? (DL typical)
P peak) <0.0043 Mbps/m? (UL typical)
0.001 Mbps/m? (UL
typical)
11 | Security/privacy Low (Public) High (Confidential) High (Confidential)

2.3.4 T3 Support for remote driving

This use case considers the situation where a vehicle is controlled remotely by either a human operator,
or in the more general case by a cloud-based application. This remote driving capability is trialled in the

following scenario:

e T3S1: Teleoperated support (TeSo).

2.3.4.1 User requirements

The user requirements associated with the considered illustrative scenario of use case T3 (i.e., T3S1)
have been analysed in D2.1 [1]. Table 26 summarises the outcome of this analysis.

Table 26: T3S1 (i.e., TeSo) user requirements.

Requirement

Metric Values & Units

Video Reception

No -

Video Transmission

Yes, one or more channels | 15 Mbps/channel or stream (HD video)

or streams

Data Reception (DL) Low 1-5 Mbps

Data Transmission (UL) Low 1-5 Mbps

Voice Communication Optional 128 kbps UL/DL

Mobility Running  Speed  (urban | 0-50 km/h (urban environments)
environments) 0-100 km/h (sub-urban  environments)

0-250 km/h (highways)
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Running to Medium Speed
(sub-urban environments)
Running to High Speed

(highways)

Location Information

High (urban environments)
to  Medium  (sub-urban
environments and
highways) Accuracy

+0.5 m (urban environments) to +4 m (sub-urban
environments and highways)

Edge Computing Optional User Perception (derived from Latency and traffic
type)

Edge Storage Optional User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Very Fast 5 to 20 msec

Service/Traffic Type Sustained Medium data rate | Sustained 15-20 Mbps

Reliability/Availability Medium 99.999%

Space/Area Dependent Interactivity

Medium density and High
interaction

Density of 1 UE/15 m? and 200 transactions/s

Security/Privacy

High

Confidential

2.3.4.2 Application KPIs

Considering the user perspective to identify and define relevant application KPIs, the determinant factor
of the T3S1 (i.e., TeSo) scenario is that the remote operator can eventually observe a smooth video
stream so that, haptic-wise, he/she is able to smoothly control the vehicle in a responsive manner that
allows Fluidity of his/her commands. Intuitively, this may lead to the conclusion that the critical factor
to achieve this ultimate “QoE” application KP1 is achieving a very low (in fact minimum possible) end-
to-end (E2E) latency. However, this is in not a necessity, as counter-intuitive outcomes have emerged
in the field of haptics, where it has been shown that the most important factor of achieving smooth video
stream and corresponding smooth issuing of commands, is not necessarily the outcome of a minimum
E2E latency, but rather that of a low latency exhibiting rather low variance, and thus ensuring a well-
observed and predicted behaviour. 5G-HEART trials will investigate this aspect of tele-operated vehicle
support, by having the remote operator assessing the degree of control quality satisfaction experienced
in cases with the minimum possible E2E latency and low latency but with less variance (jitter).
Furthermore, in order to assess this “application KPI”” in terms of video stream smoothness, the remote
operator will be requested to assess the degree of monitoring quality satisfaction experienced when
presented with a stream via a 5G network and one via a fourth generation (4G) network.

2.3.4.3 Network KPIs

The user requirements associated with the illustrative scenario of use case T3 (i.e., T3S1) have been
converted into the list of network requirements described in Table 27 [2].

The key network requirements for the T3S1 (i.e., TeSo) scenario are mainly characterised by high UL
throughput to deliver instrumental sensor data and video to the remote operator and high location
accuracy, ultra-low latency and advanced vehicle localisation constraints to track the car in real-time
and control its course and speed by sending appropriate command messages.

Table 27: T3S1 network requirements.

T3S1

Low to Medium (1-5 Mbps)
HIGH (16-20 Mbps)

DL: Low 5
UL: Low (20 Mbps)

Medium (5-20 msec)

No | Network KPI

1 User experienced DL throughput

2 User experienced UL throughput

3 Broadband connectivity/peak data rate Mbps)

4 Latency requirements

* X
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5 [ Reliability

Medium (99.999%)

6 Mobility

Urban environments: Low (0-50 km/h).
Sub-urban environments: Low to Medium
(0-100 km/h).
Highways: Low to High (0-250 km/h).

7 Location accuracy

Urban environments: High (0.5 m).
Sub-urban environments and highways:
Medium (4 m).

8 Connection (device) density 4.3x10° vehicles/km? (peak)
0.86x102 vehicles/lkm? (typical)
9 Interactivity Medium (50 transactions/s)

High (200 transactions/s)

10 | Area traffic capacity

0.0215 Mbps/m? (DL peak)
0.0043  Mbps/m?> (DL typical)

0.086 Mbps/m? (UL peak)
0.0172 Mbps/m? (UL typical)

11 | Security/privacy

High (Confidential)

2.3.5 T4 Vehicle data services

In this use case, the network collects actionable information from the vehicles and all road users to
support the following scenarios (i.e., services):

T4S1: Vehicle prognostics,

T4S3: Smart traffic corridors,

T4S7: Environmental services.

T4S2: Over-The-Air (OTA) updates,

T4S4: Location based advertising,
T4S5: End-to-End (E2E) slicing,
T4S6: Vehicle sourced HD mapping,

ARl

2.3.5.1 User requirements

The user requirements associated with the various scenarios of use case T4 (i.e., T4S{1-7}) have been
analysed in D2.1 [1]. Table 28-Table 33 summarise the outcome of this analysis, respectively. It is worth
pointing out that the T4S5 scenario (i.e., E2E slicing) can be applied to support any of the other Transport
scenarios. As such, it is not associated with a specific table of user requirements.

Table 28: T4S1 (i.e., Vehicle prognostics) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) High 1.000 Mbps

Data Transmission (UL) Medium 100 Mbps

Voice Communication No -

Mobility Medium Speed 50-200 km/h

Location Information Medium Accuracy +4m

Edge Computing No -

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Slow >100 msec
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Service/Traffic Type

Bursty High burst-size

Bursty 1.000 MByte bursts

Reliability/Availability

Medium

99.999%

Space/Area Dependent Interactivity

Medium density with Medium
interaction

1 UE/25m2<density<l UE/m? with < 100

transactions/s

Security/Privacy

Medium

Restricted

Table 29: T4S2 (i.e., OTA updates) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) High 1.000 Mbps

Data Transmission (UL) Medium 100 Mbps

Voice Communication No -

Mobility Medium Speed 50-200 km/h

Location Information Medium Accuracy +4m

Edge Computing No -

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Slow >100 msec

Service/Traffic Type Bursty High burst-size Bursty 1.000 MByte bursts

Reliability/Availability Medium 99.999%

Space/Area Dependent Interactivity Medium  density  with | 1 UE/25 m?<density<l UE/m? with < 100
Medium interaction transactions/s
Security/Privacy High Confidential

Table 30: T4S3 (i.e., Smart traffic corridors) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) Low 10 Mbps

Data Transmission (UL) Low 10 Mbps

Voice Communication No -

Mobility Medium Speed 50-200 km/h

Location Information Medium Accuracy +4m

Edge Computing No -

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Fast ~25 msec

Service / Traffic Type Bursty Medium burst-size Bursty 10 MByte bursts

Reliability/Availability Medium 99.999%

Space/Area Dependent Interactivity

Medium density with Medium
interaction

1 UE/25 m’<density<l UE/m? with < 100
transactions/s

Security/Privacy

Baseline

Public

Table 31: T4S4 (i.e., Location based advertising) user requirements.

Requirement Metric Values & Units

Video Reception Yes 15 Mbps/channel or stream (HD video)
Video Transmission No -

Data Reception (DL) High 1.000 Mbps

Data Transmission (UL) Medium 100 Mbps

Voice Communication No -n/a
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Mobility Running to Medium Speed | 0-200 km/h

Location Information High Accuracy +0,5m

Edge Computing No -

Edge Storage No n/a

Fast Response (Low Latency) Very Fast 5 msec
Service/Traffic Type Sustained High data rate Sustained 1.000 Mbps
Reliability/Availability Medium 99.999%

Space/Area Dependent Interactivity Medium density with High | 1 UE/25 m2<density<l UE/m? with 1.000
interaction transactions/s
Security/Privacy Medium Restricted
Table 32: T4S6 (i.e., Vehicle sourced HD mapping) user requirements.
Requirement Metric Values & Units
Video Reception No -
Video Transmission Yes 15 Mbps/channel or stream
Data Reception (DL) Low 10 Mbps
Data Transmission (UL) High 1.000 Mbps
Voice Communication No -
Mobility Running to Medium Speed | 0-200 km/h
Location Information High Accuracy +0,5m
Edge Computing No -
Edge Storage No -
Fast Response (Low Latency) Slow 100 msec
Service/Traffic Type Sustained High data rate Sustained 1.000 Mbps
Reliability/Availability Low 99.99%
Space/Area Dependent Interactivity Medium density with High | 1 UE/25 m2<density<l UE/m? with 1.000

interaction

transactions/s

Security/Privacy

Baseline

Public

Table 33:

TA4S7 (i.e., Environmental services) user requirements.

Requirement Metric Values & Units
Video Reception No -

Video Transmission No -

Data Reception (DL) Low 10 Mbps

Data Transmission (UL) Low 10 Mbps

Voice Communication No -

Mobility Running to Medium Speed 0-200 km/h
Location Information Medium Accuracy +4m

Edge Computing No -

Edge Storage No -

Fast Response (Low Latency) Slow 100 msec
Service/Traffic Type Sustained Low data rate Sustained 10 Mbps
Reliability/Availability low 99.99%

Space/Area Dependent Interactivity

Medium density with Low
interaction

1 UE/25 m?<density<1 UE/m? with 1 transaction/s

Security/Privacy

Baseline

Public

2.3.5.2 Application KPIs

Next, through a few illustrative examples, we provide an initial insight on how to take into consideration
the end user perspective to define application KPlIs.
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For the T4S1 (i.e.,, vehicle prognostics) scenario, the end user perspective in terms of UL data
transmission should be considered. The user passes a roadside unit (RSU) that collects the vehicle status
data from the passing by vehicles. Even if the user stays in the RSU coverage for a short period of time,
he/she expects that all data get transmitted to the RSU and further to the vehicle repair centre for analysis.
If the vehicle status data do not get fully uploaded and analysed, in case of a sudden vehicle malfunction,
the user experiences poor service quality from the vehicle prognostics system as there were no reports
predicting the need for service.

The key user requirements for T4S1 have been defined in [1]. The user expects the vehicle prognostics
service to reliably transmit the vehicle status information to the network for analysis whenever needed
and possible. The user also expects that the service quality is maintained without problems at least in
normal highway speeds. The quality of experience from the user perspective can be assessed by
measuring the relevant network KPIs, which are the communication throughput in UL direction and
interactivity in the form of performed service transactions per second (as defined in [2]), which together
reveal that how fast and how many vehicle status reports can be uploaded from a single cell. From the
application scalability perspective, the overall broadband connectivity/peak data rate should also be
measured. The target values for the network KPIs in T2S4 are defined in [18].

For the T4S2 (i.e., OTA updates) scenario, the end user perspective in terms of DL data reception should
be considered. The user is expecting an important large update package to be downloaded and installed
in his/her vehicle as soon as possible. When many end users download the same update in the same area,
the download time becomes longer, and the update process does not get completed in the expected time.
In such cases, the user continues his/her journey without the update installed and experiences problems
during his/her trip caused by the out-of-date software.

The key user requirements for T4S2 have been defined in [1]. The user expects the OTA updates service
to reliably receive the vehicle updates from the network as soon as it is available. The user also expects
that the service quality is maintained without problems at least in normal highway speeds. The quality
of experience from the user perspective can be assessed by measuring the relevant network KPIs, which
are communication throughput in DL direction and interactivity in the form of performed service
transactions per second (as defined in [2]), which together reveal how fast and how many vehicle updates
can be downloaded in parallel from a single cell. From the application scalability perspective, the overall
broadband connectivity/peak data rate should also be measured. The target values for the network KPIs
in T2S4 are defined in [18].

For the T4S3 (i.e., smart traffic corridors) scenario, when users request a proposed route, the quality of
their experience is mainly determined by the reliability of the service, which consists of the rightness of
the proposed solution as well as the latency experienced by the end users. As opposed to Phase 1 in
which single-request measurements were carried out, the Phase 2 simulation campaign will assume that
a remarkable number of route requests are simultaneously generated. For that reason, the following
indicators will be considered to assess the degree of fulfilment of the user needs:

e Auverage latency with regards to the number of requests, e.g., in the form of histogram
KPL=f(x) = -3%, 1,
where x is the number of requests and [; is the latency of the i-th measurement.

o Uniformity of the experienced latency across the end users for a given number of requests, e.g.,

KPL = |=—3 (x; — £)?

where N is the number of the measurement samples (latencies of the respective requests), x;
denotes the latency of the i-th measurement sample and x is the average latency.
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The user requirements associated with the various scenarios of use case T4 (i.e., T4S{1-7}) have been
converted into the list of network requirements described in Table 34 [2].

D6.3 KPI Assessment Tools

2.3.5.3 Network KPIs

The key network requirements for the T4S1 (i.e., vehicle prognostics) scenario measured during the
trials are broadband connectivity/peak data rate and latency. The achievable peak data rates are
measured on the UL direction to find the upper bounds for the link capacity using different packet
payload sizes in the utilised network configuration. The one-way latency performance is also measured
for the UL direction. If feasible, connection (device) density, interactivity and area traffic capacity will
also be assessed from the service scalability perspective using emulated UEs.

The key network requirements for the T4S2 (i.e., OTA updates) scenario measured during the trials are
broadband connectivity/peak data rate and latency. The achievable peak data rates are measured on the
DL direction to find the upper bounds for the link capacity using different update package sizes in the
utilised network configuration. The one-way latency performance is also measured for the DL direction.
If feasible, connection (device) density, interactivity and area traffic capacity will also be assessed from
the service scalability perspective using emulated UEs.

The key network requirements for the T4S3 (i.e., smart traffic corridors) scenario are high location
accuracy, high mobility requirements and low latency to perform corridor monitoring at the right time
through the exploitation of historical and real-time data from vehicles.

The key network requirements for the T4S4 (i.e., location-based advertising) scenario are high mobility,
high location accuracy, low latency, and high DL throughput to ensure that the vehicle is localised
correctly and in time regardless of its velocity, and the appropriate data is downloaded to it.

The key network requirements for the T4S6 (i.e., vehicle sourced HD mapping) scenario are high
location accuracy, high mobility and high UL throughput to collect and maintain up-to-date data via
crowdsourcing of HD maps of roads and infrastructure information through on-board cameras and
Sensors.

Finally, the key network requirements for the T4S7 (i.e., environmental services) scenario are high
accuracy and mobility to collect occasional rich data of weather and environmental information through
the existing on-board sensors of the vehicles.

Table 34: TAS{1-7} network requirements.

No | Network KPI™ | T4S1 T4S2 T4S3 T4S4 T4S6 TAS7
User experienced | Medium  (1-10 | High (10-100 | Medium  (1-10 | High (200

1 DL throughput Mbps) Mbps) Mbps) Mbps) Low < 1 Mbps Low <1 Mbps
User experienced | Medium  (1-10 | Medium (1-10 High (100 | Medium (20

2 UL throughput Mbps) Mbps) Low (<1 Mbps) Low (1 Mbps) Mbps) Mbps)
Broadband DL: Low (peak | DL: Medium | DL: Low (peak | DL: High >1000 | DL: Low < 100 I\D/IIk_) ;‘OW = 100

3 connectivitv/peak 100 Mbps) | (peak 1000 Mbps) | 10 Mbps) | Mbps, <20Gbps | Mbps UL'p Medium
data rate yip UL: Low (peak | UL: Low (peak | UL: Low (peak | UL: Low < 100 | UL: High >1000 >1dO < 1000

100 Mbps) 100 Mbps) 10 Mbps) Mbps Mbps, < 20Gbps Mbps: -

4 Latency Low (> 100 Low (> 100 msec) | Low (25 msec) Medium € Low (100 msec) | Low (100 msec)

requirements msec) msec)

" T4S5 (i.e., E2E slicing) is not associated with a specific scenario (it is applicable to all scenarios). Therefore, it has not ben
associated with specific network requirements.
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- Medium Medium Medium Medium
5 Reliability (99.999%) (99.999%) (99.999%) (99.999%) Low (99.99%) Low (99.99%)
6 Mobilit Medium (50-200 | Medium (50-200 | Medium (50-200 | Low to Medium | Low to Medium | Low to Medium
y km/h) km/h) km/h) (0-200 km/h) (0-200 km/h) (0-200 km/h)
Location . . . . . .
7 Medium (4 m) Medium (4 m) Medium (4 m) High (0.5 m) High (0.5 m) Medium (4 m)
accuracy
4.3x103 4.3x10° 4.3x10°
devices/km? devices/km? devices/km? 100 devices/lkm? | 100 devices’km? | 100 devices/km?
8 Connection (peak) (peak) (peak) (typical) (typical) (typical)
(device) density 0.5x10° 0.5x10° 0.5x10° 200 devices/km? | 200 devices’lkm? | 200 devices/km?
devices/km? devices/km? devices/km? (peak) (peak) (peak)
(typical) (typical) (typical)
. Medium (< 100 | Medium (< 100 | Medium (< 100 Medium > 1, <| Medium > 1, < Low 1
9 Interactivity . . . 100 100 .
transactions/s) transactions/s) transactions/s) : . . transaction/s)
ransactions/s transactions/s
0.043 Mbps/m? | 0.43 Mbps/m?(DL | 0.043 Mbps/m? | 0.02 Mbps/m? | 0.0002 Mbps/m? | 0.0002 Mbps/m?
(DL peak) | peak) (DL peak) | (DL peak) | (DL peak) | (DL peak)
0.005 Mbps/m? | 0.05Mbps/m?(DL | 0.005 Mbps/m? | 0.01 Mbps/m? | 0.0001 Mbps/m? | 0.0001 Mbps/m?
0 Area traffic (DL typical) | typical) (DL typical) | (DL typical) | (DL typical) | (DL typical)
capacity 0.043 Mbps/m? | 0.043  Mbps/m? | 0.0043 Mbps/m? | 0.0002 Mbps/m? | 0.02 Mbps/m? | 0.002 Mbps/m?
(UL peak) | (UL peak) | (UL peak) | (UL peak) | (UL peak) | (UL peak)
0.005 Mbps/m? | 0.005 Mbps/m? | 0.0005 Mbps/m? | 0.0001 Mbps/m? | 0.01  Mbps/m? | 0.001 Mbps/m?
(UL typical) (UL typical) (UL typical) (UL typical) (UL typical) (UL typical)
. . Medium High . Medium . .
11 | Security/privacy (Restricted) (Confidential) Low (Public) (Restricted) Low (Public) Low (Public)

2.4

KPIs for Aquaculture

The Aguaculture vertical involves the Al — “Remote monitoring of water and fish quality” use-case,
which is further subdivided into the following scenarios:

A1S1- Sensory data monitoring,
A1S2 - Camera data monitoring,
A1S3 - Automation and actuation functionalities,
Al1S4 - Edge- and cloud-based computing,

ALS5 - Cage to cage — on site communication.

For each of these scenarios, this section provides the target values of the user requirements and network
KPIs previously presented in Section 2.1. Additionally, a set of application KPIs has been defined for
selected scenarios.

24.1

2.4.1.1 User Requirements

Common list of KPIs

The common user requirements across the Aquaculture scenarios, are defined below:

o Coverage: The (geographical) area in which specific network requirements (e.g., data
transmission speed) surpass a given value and specific services are available for a given
minimum period of time. This KPI considers the installation of an antenna/base station at a
specific area to cover the network needs of a specific set of devices.
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In addition to the network requirements defined in D2.2 [2], the set of additional network KPIs listed in
Table 35 are being considered for the Aquaculture vertical.

Table 35: Additional Aquaculture network KPIs.

Network KPI

Definition

UL Max throughput (Mbps)

DL Max throughput (Mbps)

Throughput is the amount of information transmitted per unit of time. Throughput is
usually measured in bps. User experienced data rate (bps) is the minimum achievable
data rate for a user in real network environment. Peak data rate (bps) is the maximum
achievable data rate per user.

UL latency (ms)

DL latency (ms)

Latency is the time it takes to transfer a first/initial packet in a data burst from one
point to another.

UL jitter (ms)

DL jitter (ms)

Jitter is the deviation from true periodicity of a periodic signal. Jitter can be quantified
in the same terms as all time-varying signals, e.g., root mean square (RMS) or peak-
to-peak displacement. Also, like other time-varying signals, jitter can be expressed in
terms of spectral density.

UL frame loss (%)

DL frame loss (%)

Frame loss is the percentage of the number of service frames not delivered in relation
to the total number of service frames sent, during a specific time period

UL Packet loss (%)

Packet loss occurs when one or more packets of data travelling across a network fail
to reach their destination. Packet loss is either caused by errors in data transmission,
typically across wireless networks, or network congestion. Packet loss is measured
as the percentage of the lost packets with respect to the sent ones.

Coverage (m?)

The area in which specific network requirements (e.g., data transmission speed)
surpass a given value and specific services are available for a given minimum period
of time.

24.2

2.4.2.1 User requirements

Al Remote monitoring of water and fish quality

The user requirements associated with the various scenarios of use case Al (i.e., ALS{1-5}) have been
analysed in D2.1 [1]. Table 36-Table 40 summarise the outcome of this analysis, respectively.

Table 36: A1S1 (i.e., Sensory data monitoring) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission No -

Data Reception (DL) Low <= 10 Mbps

Data Transmission (UL) Low <= 10 Mbps

Voice Communication No -

Mobility Stationary 0 km/h

Location Information Low Accuracy >25m

Edge Computing No User Perception (derived from Latency and traffic
type)

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Slow >= 100 msec

Service/Traffic Type Sustained <= 10 Mbps

Sustained low
Reliability/Availability High 99.99999%
Space/Area Dependent Interactivity Dense low Dense >1 UE/m? and 1 transaction/s
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| Medium

Table 37: A1S2 (i.e., Camera data monitoring) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission Yes 15 Mbps/channel or stream

Data Reception (DL) Low <10 Mbps

Data Transmission (UL) High 1.000 Mbps

Voice Communication No -

Mobility Stationary 0 km/h

Location Information Low Accuracy >25m

Edge Computing No User Perception (derived from Latency and traffic
type)

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Very Fast 5 msec

Service/Traffic Type Sustained 1.000 Mbps

Sustained high

Reliability/Availability High 99.99999%

Space/Area Dependent Interactivity Dense Medium Density of >1 UE/m? and 100 transactions/s

Security/Privacy Medium -

Table 38: A1S3 (i.e., Automation and actuation functionalities) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission Yes 15 Mbps/channel or stream

Data Reception (DL) Low <10 Mbps

Data Transmission (UL) High 1.000 Mbps

Voice Communication No -

Mobility Walking speed 5 km/h

Location Information Medium +4m

Edge Computing Yes User Perception (derived from Latency and traffic
type)

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Fast 5 msec

Service/Traffic Type Sustained medium Sustained 100 Mbps

Reliability/Availability High 99.99999%

Space/Area Dependent Interactivity | Dense medium Density of >1 UE/m? and 100 transactions/s

Security/Privacy High -

Table 39: A154 (i.e., Edge- and cloud-based computing) user requirements.

Requirement Metric Values & Units

Video Reception No -

Video Transmission Yes 15 Mbps/channel or stream
Data Reception (DL) Medium 100 Mbps

Data Transmission (UL) Medium 100 Mbps

Voice Communication No -

Mobility No 0 km/h

Location Information Low accuracy +50m
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Edge Computing Yes User Perception (derived from Latency and traffic
type)

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Fast 5 msec

Service/Traffic Type Sustained 100 Mbps

Sustained medium
Reliability/Availability High 99.99999%

Space/Area Dependent Interactivity

Dense medium

Density of >1 UE/m? and 100 transactions/s

Security/Privacy

High

Table 40: A1S5 (i

.., Cage to cage — on site communication) user requirements.

Requirement Metric Values & Units

Video Reception Yes 15 Mbps/channel or stream

Video Transmission Yes 15 Mbps/channel or stream

Data Reception (DL) Medium 100 Mbps

Data Transmission (UL) Medium 100 Mbps

Voice Communication No -

Mobility Walking speed 5 km/h

Location Information Medium +0,4m

Edge Computing No User Perception (derived from Latency and traffic
type)

Edge Storage Yes User Perception (derived from Latency and traffic
type)

Fast Response (Low Latency) Very Fast 5 msec

Service/Traffic Type Sustained high Sustained 1.000 Mbps

Reliability/Availability High 99.99999%

Space/Area Dependent Interactivity

Dense medium

Density of >1 UE/m? and 100 transactions/s

Security/Privacy

High

2.4.2.2 Application KPIs

In addition to the analysis of the user requirements made in D2.1 [1], a series of application specific
KPIs are being defined to assess the high-level needs of the solutions. The first examples of such

requirements are shown below:

e Power consumption: Power/energy consumption measured for UE devices that connect to the
5G network in comparison to the corresponding 4G values. When measured, the corresponding
overheads from the utilization of different equipment should be considered.

o Frame quality [5]: Video frames quality degradation caused from missing packets. Video
frames can be reconstructed by powerful re-construction algorithms currently on play, which
include an error deviation. This KPI is based on the difference between the original and
reconstructed frames. The metric of this difference can be the Euclidian distance or other metric
depending on the application. The video resolution can be an important influence factor for the

measurements.

e Missing frames: Metric to evaluate the rate of missing frames. This can be a percentage or a
more complex metric considering the frequency and density of lost frames. The frame rate
(source) is a relevant factor that can influence the measurements.

© 5G-HEART Consortium 2019-2022
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e Misclassification: Percentage of the lost information-important frames. The information-
important frames are the ones that can be used for classification of certain characteristics in
comparison to the ones that don’t offer any special information.

D6.3 KPI Assessment Tools

_ Number of missing important frames
"~ Total number of transmitted important frames

e Continuous operation: The (stochastic) maximum time of continuous unavailability of the
operation service.

e Service availability: The percentage of the operation service availability time.

o Total reaction time: The time elapsing from an observation collection to its transmission to the
cloud and the backwards transmission of a command based on this observation.

o Delay: The application latency measured during the transfer of a piece of information.

o Live experience: The evaluated performance of the streaming service in terms of MOS. This
relates to the video frame quality as well as the delay perceived subjectively to the user.

2.4.2.3 Network KPIs

The user requirements associated with the various scenarios of use case Al (i.e., ALS{1-5}) have been
converted into the list of network requirements described in Table 41 [2].

Table 41: A1S{1-5} network requirements.

No | Network KPI Al1S1 Al1S2 A1S3 Al1S4 A1S5
User experienced 5 Mbps | 100-200
1 DL throughput Low < 1 Mbps 1 Mbps (Low) 1 Mbps (Low) (Medium) Mbps (High)
User experienced | 1 Mbps-2 Mbps | 100-200 Mbps . 100 Mbps | 100-200
2| UL throughput | (Medium) (High) 20 Mbps (High) | 1iqh) Mbps (High)
Broadband UL: 2 Mbps | UL: 200 Mbps | UL: 100 Mbps | UL: 100 Mbps | UL: 200
3 connectivitv/peak (Low) (Low) (Low) (Low) Mbps (Low)
e roto yip DL: 1 Mbps|DL: 1 Mbps|DL: 1 Mbps| DL 5 Mbps |DL: 200
(Low) (Low) (Low) (Low) Mbps (Low)
4 Latency 100 msec (Low) | 5 msec (High) 5 msec (High) High < 5 msec 5 msec (High)
requirements
5 Reliability High - | High - | High - | High - | High -
99.99999% 99.99999% 99.99999% 99.99999% 99.99999%
6 | Mobility Low<50kmh | Low<50kmh | Low<50kmh | Low<sokmh | 0% = 0
7 Location Low> 25 m Low> 25 m Medium<25,>1 Low> 25 m Medium < 25,
accuracy m >1lm
Average: , 10° Average: 100 | Average: 150 | Average: 125 dAe\firci%?: Iir?wg
8 Connection devices/km devices/km? devices/ km? | devices/  km? Peak 174
(device) density | peak: 13.2x10% | Peak: 1.2 x10° | Peak: 10° | Peak: 15 x10° | o3 '
devices/km? devices/km? devices/km? devices/ km? devices/km?
Medium > 1, < | Medium > 1, < | Medium > 1, < | Medium > 1, < | Medium > 1,
9 Interactivity 100 100 100 100 < 100
transactions/s transactions/s transactions/s transactions/s transactions/s
DL: 0.001 | DL: 0.0001 | DL: 0.00015 | DL: 0.000625 | DL:  0.029
~ | Mbps/m? Mbps/m? Mbps/ m? | Mbps/ m? | Mbps/ m?
10 | Area traffic | (average) (average) (average) (average) (average)
capacity DL:  0.00132 | DL: 0.0012 | DL: 0.001 Mbps/ | DL: 0.0075 | DL:  0.348
Mbps/ m? (peak) | Mbps/ m? (peak) | m? (peak) | Mbps/ m? (peak) | Mbps/ m?
UL: 0.002 | UL: 0.02 Mbps/ | UL: 0.003 Mbps/ | UL: 0.0125 | (peak)
** * **
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Mbps/ m? | m>  (average) | m? (average) | Mbps/ m? | UL:  0.029

(average) UL: 0.24 Mbps/ | UL: 0.02 Mbps/ | (average) Mbps/ m?

UL:  0.00264 | m? (peak) m? (peak) UL: 0.15 Mbps/ | (average)

Mbps/ m? (peak) m? (peak) UL:  0.348
Mbps/ m?
(peak)

11 | Security/privacy Medium: Medium: High: High: High:
Restricted Restricted Confidential Confidential Confidential

Additionally, for the Norwegian pilot on the 5G-VINNI platform, the following KPIs will be evaluated
for scenarios A1S1, A1S2, A1S4, A1S5:

e  Stress testing of the 5G-VINNI network,
o Verification of infrastructure compliance when running VNF application in the 5G-VINNI
network.

2.5 KPIs for co-located vertical trials

The concurrent slicing of a mixture of use case scenarios, associated with heterogeneous requirements
(e.g., enhanced mobile broadband (eMBB), ultra-reliable low-latency communication (URLLC) and
massive machine type communication (mMTC)), on the same infrastructure will be trialled and assessed
based on:

e Theisolation level between the various slices. This metric will check if each slice is able to meet
its SLA when established in conjunction with other slices on the same infrastructure. This an
initial approach and will be elaborated to better reflect the impact of isolation in slice
performance in the final release of the document.

e One of the planned co-located trials is the integration of the healthcare subcase H1C (Paramedic
support) and the transport subcase T2S1 (Smart junction) in the form of ambulance services.
For this purpose, multiple network slices all using the same network infrastructure, may be
configured for the delivery of healthcare- and transport- related traffic data in the presence of
background traffic belongs to other users. The ultimate objective is to test how well 5G may
support traffic of multiple verticals (in this case healthcare and transport).

e Co-located trials are also planned between the transport use case T2S4 (human tachograph) and
healthcare use case H1A (educational surgery) as part of the final trials at the 5GTN test facility.
The plan is to set up URLLC and eMBB slice types (in the extend that is supported by the test
facility during 2022) in parallel and run both use cases simultaneously using the former for T254
and the latter for H1A. By measuring the KPIs of both use cases running in parallel and
comparing the results with the performance achieved when the services were running in an
otherwise empty network, the resource isolation offered by the network slices in the different
parts of the infrastructure can be analysed. In addition, emulated UEs can be utilised as a
background traffic in order to increase the load in the network and further test the resource
isolation offered by the network slices.

* X

* %
*
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3 LIST OF KPI ASSESSMENT TOOLS

This section provides the preliminary list of assessment tools that will be used to monitor the
performance on the 5GENESIS (Surrey, UK), 5G-EVE (Athens, Greece), 5G-VINNI (Oslo, Norway),
5GTN (Oulu, Finland) and 5Groningen (Groningen, the Netherland) trial facilities. For each of these
facilities, a summary table is provided to show the mapping between the considered assessment tools,
target use case scenarios and measurable KPIs.

3.1 S5GENESIS

The measurement and testing tools of the 5SGENESIS test facility are part of the 5SGENESIS monitoring
and analytics (M&A) framework which includes monitoring tools and advanced machine learning
(ML)-oriented Analytics, devoted to the collection and analysis of the heterogeneous data produced
during the usage of the SGENESIS platform. In its Release A, the 5GENESIS M&A framework is
designed and implemented in 3 main interoperable functional blocks:

e Infrastructure Monitoring (IM),
e Performance Monitoring (PM),
e Storage and ML Analytics.

In the following, a brief description of each of these M&A components will be provided.
3.1.1 Infrastructure Monitoring

Infrastructure monitoring (IM) focuses on the collection of data that synthesize the status of the
architectural components, e.g., end user devices, radio access/networking systems, computing and
storage distributed units, to mention a few, and also includes passive monitoring of traffic over network
interfaces.

Target scenarios: all the scenarios that will be trialled on 5GENESIS (i.e., T1S1&T1S2, T2S3, T3S1,
TAS3, TAS4, T4S5, T4S6 and T4S7).

3.1.2  Performance Monitoring

Performance monitoring (PM) is devoted to actively measure the E2E performance indicators to assess
the end user’s perception in terms of achieved QoS/QoE levels.

Target scenarios: all the scenarios that will be trialled on 5GENESIS (i.e., T1S1&T1S2, T2S3, T3S1,
TAS3, TAS4, T4S5, T4S6 and T4S7).

3.1.3  Storage and Machine Learning Analytics

Enables efficient management of large sets of heterogeneous data and drives the discovery of hidden
values and correlation among them.

Target scenarios: all the scenarios that will be trialled on 5GENESIS (i.e., T1S1&T1S2, T2S3, T3S1,
TAS3, TAS4, T4S5, T4S6 and T4S7).

The parallel use of the IM and PM tools, along with ML Analytics, allows a full and reliable assessment
of the KPlIs, possibly pinpointing issues leading to performance losses, and ultimately triggering the use
of improved network policies and configurations during the next experiment executions. The reader is
referred to [6] for more details about each of these components (i.e., IM, PM and Analytics), which
serve as a basis for the development of the final version (i.e., Release B) of the 5GENESIS M&A
framework.

* X

* %
*
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3.14 InfluxDB

In the context of 5SGENESIS, InfluxDB is used as common tool for the creation of platform-specific
instances of a long-term storage utility. InfluxDB [7] by InfluxData is an open-source time series
database designed to handle high write and query loads. Several motivations have triggered its use in
the 5GENESIS M&A framework, including:

e InfluxDB provides a lightweight integration with both Prometheus and Zabbix, as well as with
Grafana, which is used in the 5SGENESIS Portal as a core software for data visualization.

o InfluxDB is a key component of the overall InfluxData platform.

Target scenarios: all the scenarios that will be trialled on 5GENESIS (i.e., T1S1&T1S2, T2S3, T3S1,
TAS3, TAS4, T4S5, T4S6 and T4S7).

3.1.5 Grafana

The visualization of the experiments’ results is based on Grafana [8] which is an open-source multi-
platform visualisation solution that allows the user to compile a variety of data from different databases
into tailored dashboard views. The Grafana dashboard is accessible through the 5SGENESIS Portal,
where the corresponding dashboard is customized for each kind of test cases. The experimenter can
zoom in any of the included graphs in order to see a detailed view of certain periods of time.

Target scenarios: all the scenarios that will be trialled on 5GENESIS (i.e., TI1S1&T1S2, T2S3, T3S1,
TAS3, TAS4, T4S5, T4S6 and T4S7).

3.1.6  OpenAirinterface built-in tools

A set of experimental setups, based on OpenAirinterface (OAI) and software-defined radios (SDR), will
be used. To debug and monitor the performance of the OAI communication links, the OAI built-in tools
(e.g., T tracer™) will be used.

Target scenarios: all the scenarios that will be trialled on 5GENESIS (i.e., T1S1&T1S2, T2S3, T3S1,
TAS3, TAS4, T4S5, T4S6 and T4S7).

3.1.7 Tools for co-located vertical trials
N/A.
3.1.8  Assessment tool-to-KPI mapping

Table 42 summarizes, for each of the 5GENESIS tools, the KPIs that will be measured for each of the
relevant scenarios.

Table 42: Assessment tool-to-KPl mapping (5GENESIS).

Trial facility KPI assessment tool Scenario KPI
T1S1&T1S2
T2S3 e Status of the infrastructure by scraping
5GENESIS Infrastructure Monitoring metrics and parameters from the underlying
T3S1 architectural components.
T4S3

1 https://gitlab.eurecom.fr/oai/openairinterface5g/wikis/T

* X

* %
*

© 5G-HEART Consortium 2019-2022 Page 49 of 80

* x*



D6.3 KPI Assessment Tools

¥ 0 HEART

T4S4

T4S5

T4S6

T4S7

Performance Monitoring

T1S1&T1S2

T2S3

T3S1

T4S3

T4S4

T4S5

T4S6

T4S7

All E2E QOoS/QOE indicators (e.g., user
experienced  throughput, latency and
reliability).

Storage and ML Analytics

T1S1&T1S2

T2S3

T3S1

T4S3

T4S4

T4S5

T4S6

T4S7

Assist in the full and reliable assessment of
other KPlIs (through efficient management of
large sets of heterogeneous data and
discovery of hidden patterns possibly
pinpointing issues leading to performance
losses).

InfluxDB & Grafana

T1S1&T1S2

T2S3

T3S1

T4S3

T4S4

T4S5

T4S6

T4S7

All measurable KPIs

OAI built-in tools

T1S1&T1S2

T2S3

T3S1

T4S3

T4S4

T4S5

T4S6

Performance of the OAI communication link
(i.e., air interface).
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T4S7 ‘ ‘

3.1.9 Trial facilities

3.1.9.1 The 5GENESIS Monitoring & Analytics (M&A) Framework

5GENESIS platforms support a full-chain M&A framework for reliable validation of 5G KPIs. The
framework enables the analysis of experimental data collected by dedicated monitoring probes during
the usage of the 5GENESIS facility. This in turn allows to pinpoint the interdependencies between
network configurations, scenarios, and environmental conditions, and QoS and QoE KPIs, ultimately
leading to the derivation of optimised management policies for further improvement of users’, verticals’,
and operators’ performance. The 5GENESIS M&A framework includes several Monitoring tools and
both statistical and ML-based Analytics. It is formed by three main blocks:

e Infrastructure Monitoring (IM), which focuses on the collection of data on the status of
infrastructure components, e.g., User Equipment (UE), radio access and core networks,
Software Defined Network / Network Function Virtualization (SDN/NFV) environments, and
distributed edge units.

o Performance Monitoring (PM), which is devoted to the active measure of E2E QoS/QoE KPIs.
These include traditional indicators, such as throughput and latency, but also other indicators
tailored on specific use cases and applications (e.g., mission critical services and massive
communications);

e Storage and Analytics, which enables the efficient management of large amounts of
heterogeneous data, and drives the discovery of hidden values, correlation, and causality among
them.

Among others, the 5GENESIS M&A framework provides the following Analytics functionalities:

1) KPI Validation, i.e., the execution of the KPI statistical analysis defined in 5GENESIS for
validating a KPI [6].

2) Time series management, which allows to coherently merge the data coming from different
probes, in order to perform further analyses.

3) Outlier detection, in order to eliminate data obtained under incorrect functioning of the probes,
which may negatively affect the analyses.

4) Correlation analysis, which allows to highlight how system configurations and network
conditions, collected via IM probes, are correlated and affect QoS/QoE KPIs, collected via PM
tools. Revealing the correlation between IM and PM parameters allows to improve network
management and derive better configuration policies for assuring SLAs.

5) KPI prediction, which allows to build a model and estimate QoS/QoE KPIs by looking at other
parameters, collected under different circumstances and scenarios.

The M&A framework spans across all layers of the SGENESIS Reference Architecture, from
Infrastructure to Coordination, via Management and Orchestration (MANO). In particular, IM and PM
probes mainly lie at the Infrastructure layer, in order to fulfill the requirement of tracking the status of
components and functions, thus collecting large amounts of heterogeneous parameters. Then, a
management instance of the Monitoring is placed at the MANO layer, so that the parameters scraped
from the infrastructure components (i.e., physical and virtual hosts) are redirected to a centralized

* X
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collector, e.g., a Prometheus** server. The Coordination layer hosts the storage utilities and the Analytics
functionalities. The Analytics results are shown in a dedicated visualization utility.

As depicted in Figure 1 below, the M&A framework comprises of IM, PM, Storage, and Analytics. The
main connection point with the 5SGENESIS Reference Architecture is the Experimental Life Cycle
Manager (ELCM), whose main functionalities are the scheduling, composition, and supervision of
experiments in the platforms, as detailed in [1].

In each 5GENESIS platform, the ELCM activates IM/PM probes on-demand, via the Activation Plugins,
in order to start monitoring the components involved in a specific experiment, e.g., the components of
a network slice, while actively running the experiment. The ELCM also automates both formatting and
long-term storage of the data collected during the experiment execution, via so-called Results Collectors.
Within 5GENESIS, the Keysight Test Automation Platform (TAP) software®® deals with most of the
ELCM operations. Therefore, the 5GENESIS Activation Plugins are TAP Plugins, while the Result
Collectors are TAP Result Listeners.
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Figure 1: 5GENESIS M&A Framework.

¥ https://prometheus.io, Accessed on: March 2021.
58 https://www.keysight.com/en/pc-2873415/test-automation-platform-tap, Accessed on: March 2021.
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With regards to the IM functionality, the 5GENESIS platforms use Prometheus as the main IM tool.
Prometheus covers the monitoring of physical hosts, physical/virtual network functions, SDN/NFV
instances, as well as RAN, Core network, and edge units. In Release A, the Node Exporter has been
used in order to collect low-layer metrics on the status of physical units involved in the experiments,
e.g., in terms of memory load, Central Processing Unit (CPU) and disk utilization, and traffic
sent/received on the available network interfaces, among others. Dedicated Simple Network
Management Protocol (SNMP) Exporters have been also developed.

Considering the monitoring of UEs, specific tools are required for the collection of radio parameters
experienced upon connection to the e/gNBs, such as, Reference Signal Received Power (RSRP),
Reference Signal Received Quality (RSRQ), Signal to Noise Ratio (SNR), and Channel Quality
Indicator (CQI). The same tools can be also used for collecting information on transmission settings,
such as, the adopted Modulation and Coding Scheme (MCS). The monitoring of Android-based 4G and
5G UEs used in the 5GENESIS facility is executed via a dedicated application, referred to as Android
Resource Agent.

With regards to the PM probes, several platform-agnostic instruments have been designed and
developed. These are the MONROE Virtual Node (VN) and the so-called Remote Agents and Android
Agents. Note that only physical MONROE nodes are supported on Surrey 5GENESIS platform.
Regarding storage and analytics, InfluxDB™ is used as the common tool for the creation of platform-
specific instances of a long-term storage utility. InfluxDB is the open-source storage engine provided
within the InfluxData framework and handles in particular time series data. The Analytics functionalities
have been provided as interconnected Python scripts, covering all the analysis steps, i.e., a) data retrieval
from an InfluxDB database (executed via the InfluxDB-Python client [2]), b) data preprocessing and
management (e.g., time series synchronization and outlier detection/removal), and c) specific statistical
and ML functions (e.g., KPI statistical validation and prediction).

The Analytics provides a collection of micro-services developed as Docker'™" containers. Each container
is dedicated to a specific functionality (e.g., data retrieval and management, KPI statistical validation,
correlation analysis, and so on), and they can be used standalone via Representational State Transfer
(REST) Application Programming Interfaces (APIs) or by means of a visualization container that gives
parallel access to all the other containers through a Graphical User Interface (GUI). One the one hand,
the REST APIs have been developed via Flask™*, so that the code running inside each container is a
web application easily accessed from remote (e.g., via a web browser). On the other hand, the GUI is
built by using the DASH®®® visualization library. Finally, Pandas™", NumPy ™", and SciKit-Learn**

= https://www.influxdata.com/products/influxdb-overview/, Accessed on: March 2021.
T https://www.docker.com/, Accessed on: March 2021.

4 hitps://flask.palletsprojects.com/en/1.1.x/, Accessed on: March 2021.
888 https://plotly.com/dash/, Accessed on: March 2021.

Fkkk

https://pandas.pydata.org/, Accessed on: March 2021.

1T https://numpy.org/, Accessed on: March 2021.

4 https://scikit-learn.org/, Accessed on: March 2021.
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libraries are used for data processing and ML functionalities. The source code of implemented Analytics
algorithms is part of the OpenSGENESIS Suite. 5%

3.1.9.2 Monitoring

3.19.21 Prometheus for Infrastructure Monitoring

The main IM functionalities in the SGENESIS platforms are based on Prometheus and include four
components: a) a main server, where both monitoring system and time series database are deployed; b)
the alert manager, for creating and managing monitoring alarms; c) the Node Exporter™™"", for retrieving
low-layer metrics from the monitored network components (also, targets); d) a Grafana™™ server,
which makes it possible to visualize the monitored data at runtime. Apart from these main components,
several extensions such as libraries, language client, and the Pushgateway can be used, leveraging the
developments in the Prometheus repository. ###* Software extensions supporting the implementation of
more agents that monitor heterogeneous network components and resources using available Prometheus
exporters is also available online. 55558

FhkKkK

With regards to the monitoring sever, a global yaml configuration file allows to modify the default
configuration context and enables the monitoring of multiple targets via the exporters deployed in the
infrastructure. The alert manager is configured during runtime when the target endpoints are registered.
General alarm rules can be set up during the configuration phase and/or reloaded at runtime.

The Prometheus server provides an endpoint to interact and configure the monitoring of several
parameters and the management of targets. After the server has been deployed and is running in the
infrastructure, several configurations can be executed, such as add/delete monitoring targets and add
defined rules.

Once installation and configuration are performed, the system answers to the requests made by
registered targets and defined alerts. Within the 5GENESIS Reference Architecture, the ELCM supports
possible on-demand activation of exporters on specific targets and redirects the collected data towards
the InfluxDB database.

3.1.9.3 RAN and Core Network Monitoring

The Surrey 5GENESIS facility comprises a production-level 4G/5G core and RAN, and the monitoring
(FCAPS) of the facility and components is handled by commercial U2000 O&M unit (supplied by
vendor to 5GIC & with no open/exposed APIs). Slice monitoring capability however as part of the
5GENESIS platform (rather than the 5GIC) is supported and described in the following section.

3.1.9.3.1 T-Tracer

M&A supports the integration of T-Tracer for UE monitoring. T-Tracer is a monitoring tool for OAI
radio components, integrating an event/data collector and a set of software to receive, record, display,
and analyze the events/data from the collector. In particular, a GUI makes it possible to show several
heterogeneous parameters, ranging from signal levels (e.g., power levels) to events at different layers of
the RAN protocol stack, such as Physical (PHY) and Medium Access Control (MAC) layers, Radio
Link Control (RLC), Packet Data Convergence Protocol (PDCP), and Radio Resource Control (RRC).

8888 https://github.com/5genesis, Accessed on: March 2021.

™ https://github.com/prometheus/node _exporter, Accessed on: March 2021.

P11 https://grafana.com, Accessed on: March 2021.

HH hitps://github.com/prometheus/, Accessed on: March 2021.

88888 hitps://prometheus.io/docs/instrumenting/exporters/, Accessed on: March 2021.
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https://yaml.org, Accessed on: March 2021.

* X

* %
*

© 5G-HEART Consortium 2019-2022 Page 54 of 80

* x*



D6.3 KPI Assessment Tools Tv 5 E HEA H-l-

Besides the GUI, the textlog tracer can be also used, so that T-Traces data can timestamped and
agglomerated into log files, in particular in .txt format, for further post-processing.

The log provides in fact several physical layer parameters, which can be collected during the
experiments and stored in dedicated databases, so that Analytics can access them for post-experiment
analysis, e.g., correlation with experienced KPIs such as throughput and latency. T-Tracer is mainly
used in 4G OAI RAN at the eNB side but is currently being integrated with 5G NR at the UE side. A
full integration within the 5SGENESIS M&A framework is targeted during the next development phase.

3.1.9.3.2 OWAMP

OWAMP is an open-source command line client application and a policy daemon used to determine
one-way latencies between hosts. It is an implementation of the OWAMP protocol [3] that it is capable
of measuring one-way latency thus it can be used for detecting congestion or link capabilities. The tool
is used in conjunction with precision time sources (i.e., GPS clocks, Network Time Protocol (NTP), and
so on) that allow network hosts and probes to timestamp packets with typical errors that are substantially
smaller than the delays seen on real non-LAN networks.

With OWAMP, it is possible to collect passive and active measurement data sufficient to determine a
broad class of singleton characteristics (e.g., loss probability, median delay, jitter, 90" percentile of
delay). Non-singleton characteristics, such as the expected inter-arrival gap of packets that were sent
back-to-back, can be measured as well. It should be noted that all measurements are done with synthetic
traffic, and application simulation is outside of the scope of OWAMP. The protocol is not designed to
be able to send a packet as soon as a response to the previous packet arrives but can send on any
predetermined schedule (including immediately after the last packet was sent).

The OWAMP client can be installed in various locations inside the infrastructure both physical and
virtual (although virtualized instances create accuracy issues in one-way latency calculation) and used
for One Way Latency KPI calculations.

Some caveats of using OWAMP in the infrastructure are:

o Require NTP for synchronization (at least 4 NTP clocks are needed for each probe).
e Power management on the probes should be disabled in order to keep the CPU clock stable.

The OWAMP implementation and API are used in order to configure the probes according to the
experiment and to collect the measurements as soon as the experiment has ended, retrieving the log file
and storing the results in the M&A framework database.

3.1.9.3.3 Slice Monitoring

The 5GENESIS Slice Manager includes a monitoring, visualization, and alerting toolkit, which is
responsible for tracking the status of components and services that are part of the instantiated slices. In
order to achieve this, the 5GENESIS Slice Manager is capitalizing on Prometheus and Grafana for
creating the slice monitoring module, which is packaged and delivered as part of the micro-service
architecture.

Prometheus is used for scraping, storing, and organizing metrics from both physical and virtual
components and services of the underlying infrastructure that have been instantiated and/or configured
to be part of a deployed slice. Prometheus collects data from the following sources:

e The Node Exporter, which collects health-related metrics of the VNFs that have been created
as part of a slice. In addition, it tracks generic slice information, such as the number and the
status of the slices.

e Monitoring tools or exporters that are implemented from various components of the underlying
infrastructure. In the current implementation, the Slice Manager collects and exposes metrics
from the Virtual Infrastructure Manager (VIM), the Network Function Virtualization
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Orchestrator (NFVO) and the Wide Area Network (WAN) Infrastructure Manager (WIM), such
as the network traffic, bandwidth utilization, VNF health and performance, CPU, memory and
disk usage, etc.

The Slice Manager exploits the Prometheus functionalities in order to expose the collected metrics
through a specific API. This information is available to be collected by any other monitoring tool,
including another higher-level Prometheus server in a hierarchical federation. This allows the slice
monitoring module to be integrated with the IM tools of each 5GENESIS platform. Full description of
this functionality and its implementation can be found in [4].

3.1.9.34 Other Probes for Performance Monitoring
e Remote agents

iPerf [15] is an open-source traffic generator and speed test tool for network performance measurement
and tuning, running on various platforms including Linux and Windows. The iPerf and Ping remote
agents [5] are also available, and in the case of the Ping agent, the exposed REST API has been modified
in order to improve usability. These remote agents can be installed on any computer of the 5GENESIS
Platform and be remotely controlled via the exposed REST API. Additionally, the TAP Plugin
associated to the iPerf agent has been developed. The TAP plugin is used to control the activation and
retrieve the results through TAP. In both cases, the server remains active on the computer and listens to
any request received through the exposed REST API. Once a request is received the Agents start an
iPerf or Ping instance using the parameters included in the request and stores all the results generated
by the iPerf or Ping processes for later retrieval by the client.

Both iPerf and Ping Agents can be used directly by accessing the exposed REST API; however, in order
to ease the integration in the different 5SGENESIS platforms, dedicated TAP plugins for controlling the
Agents are also being developed. In the case of iPerf, the plugin contains an instrument referred to as
iPerfAgentinstrument that encapsulates all the configuration values and basic logic for connecting with
arunning iPerf Agent, as well as a TAP step that gives access to the user to all the functionality exposed
by the Agent REST API.

The TAP step provides access to all the endpoints defined and additionally, provides a “Measure” action.
Using this action, it is possible to automate the activation and termination of the iPerf instance, as well
as the retrieval of the results by using a single step. The step can perform the measurement for a specified
time, or as long as the steps nested under it are running. A similar TAP Plugin for the Ping Agent is
being finalized. Android App for UE Monitoring

UE_android_app is a custom build Android application which provides the functionality of retrieving
and storing UE monitored radio metrics. The application is built to run on any Android Operating
System (OS) device and exploit OS capabilities and APIs. The purpose of this application is to provide
the experimented capability to request Radio metric that are monitored and logged at the UE.

Regarding the integration and configuration in 5GENESIS, the 5SGENESIS M&A exploits InfluxDB in
order to retrieve and store monitored metrics that are produced during experiments. UE_android_app is
capable to export the locally (i.e., at the UE) stored monitoring metrics to time series database such as
InfluxDB, upon request or automatically. For local storage at the UE, utilized during the experiments,
storing in local files is used instead of a native database. The app also has an InfluxDB client that exploits
the Web API of InfluxDB sending HTTP requests in order to store any metric from the local files for
further processing.

The current version of UE_android_app is configured to expose a small subset of radio monitoring
metrics which are possible to be logged via Android OS. The list of selected metrics includes RSSI,
RSRQ, RSRP, SNR, CQI, introduced above, as well as Reference Signal SNR (RSSNR), Level (an
abstract level value for the overall Signal Quality), Signal Strength, and AsuLevel (RSRP in Arbitrary
Strength Unit (ASU), where ASU is calculated based on RSRP). UE_android_app API also supports the
storage of every file in a single InfluxDB database (All_UE_metrics).

e Android Resource Usage Agent
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With similar goals with respect to the UE_android_app, a Resource Agent has been also developed,
using Android Studio in the Java language. It can be installed on any Android device compatible with
API 19 (Android KitKat). Additionally, a TAP Plugin for controlling and retrieving the results from the
Resource Usage Agent has also been developed. The plugin is common to the Ping Agent, developed
for PM.

Regarding its integration and configuration in 5GENESIS, the application acts as a device and network
monitoring application on Android devices, and it is composed by two main parts:

0 Network interface monitoring, keeping track of Operator, Network, Cell ID, Location Area
Code (LAC), Primary Site Controller (PSC), RSSI, RSRP, SNR, CQI and RSRQ parameters.

o0 Device monitoring, keeping track of CPU usage, used and available RAM, and received and
transmitted packets/bytes.

The network monitoring is updated at network change, while the device information is updated
periodically, once the user presses the Ul “Start” button. The update rate is between one and three
seconds, depending on the device. Once the device monitoring is initiated, the logs, which include all
the device and network information, are updated and tagged with POSIX timestamps. The elapsed time
since the last collected information is also shown. The application requires special Android permissions
that must be granted on the phone the first time the application is launched.

e PM Agents for Android devices.

Besides the Resource Usage Agent for UE monitoring (described above), three more Android Agents
for iPerf, Ping, and FTP performance monitoring has been developed. These agents can be installed on
any Android device compatible with API 15 (Android Ice Cream Sandwich) and are envisioned to be
homogenized within the overall M&A framework. Additionally, TAP Plugins for controlling and
retrieving results from the Ping Agent has already been developed including support for iPerf and FTP
Agents.

o iPerf, Ping and FTP Android TAP Agents

The Android Agents have been developed using Android Studio in the Java language and the
implemented applications act as wrappers for the probes. The applications are intended to be used as
traffic generators during network performance testing. They can be used directly from the Ul or
remotely, making it ideal for automated testing. More precisely, in the case of iPerf and FTP Agents,
the applications can act as client or server, and no files are saved on the device in the case of downloads,
while random data is sent towards a configured server in the case of uploads. Figure 2 shows the Ul for
the three Agents. The iPerf and FTP Ul is divided into two parts, enabling the use of these probes for
UL or DL instances, respectively. Both instances can be configured and executed by pressing the
“Parameters” and the “Start” buttons, respectively. The Ping Ul has text fields for configuring the Ping
parameters, and it can be executed and stopped pressing the “Start” and “Stop” buttons, respectively.
During the execution, the corresponding logs are updated and tagged with POSIX timestamps.
Moreover, the ICMP sequence number and delay are shown for the Ping Agent, while the transfer
direction is visualized for the FTP Agent. In this latter case, the application also displays information
about the elapsed time and the download/upload speed, and utilizes a native library written in C
language, in order to achieve the maximum transfer speeds that the device can reach.
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.iperf ABOUT  LICENSE .ping ABOUT .FTP ABOUT  LICENSE

Ping target:
www.google.com

TIL:
128 START

START PARAMETERS START PARAMETERS

Server parameters: Upload parameters:

Application log:
Initialization completed

Application / Server log:
iPerf binary found
Initialization completed

Application / Upload log:
Initialization completed

get:www.google.com, TTL:128

START PARAMETERS START PARAMETERS

Client parameters: Download parameters:

172.16.1.106 -V host=test.rebex.net port=21 user=demo
pass=password file=readme.txt buffer=2048
Download log:
Dow
Rec

[( valid) Host:<test rebex.net:
172.16.1.106, TCP port 500
00 MByte (default

(@) (b) (©)
Figure 2: iPerf (a), Ping (b), and FTP (c) Agents Ul.

All the developed applications accept remote commands for starting and stopping the probes. The output
is then sent to the system log and to the application Ul (if open). The output is formatted so that it can
be easily read by external tools, such as the corresponding TAP instruments, as it will be detailed in the
next subsection. When a remote command is received, all the applications check the configuration
parameters (if these are required) before starting the probes. They also check if a probing instance is
already running or not, depending on whether the given command is “Start” or “Stop”. Once the
command is fully processed, a background task to execute the probes is initiated.

o Android Agents TAP Plugin

The Android Agents described previously can be controlled through the Android Debug Bridge (ADB)
command line tool, while the measurements generated can be retrieved from Logcat, the Android
logging tool, for further processing. However, in order to facilitate the usage of the Agents, a dedicated
TAP Plugins that include TAP instruments and steps, for each of the Agents, is being developed. A
common Plugin is able to control both Ping and Resource Usage Agents, and the support for iPerf and
FTP Agents. The plugin encapsulates the interaction with the different Agents, eliminating the need of
using commands, and automatically retrieves all the generated results so that they can be processed by
the available Result Listener. The instruments for the Ping and Resource Usage Agents include a setting
where the user selects the ADB Instrument to use. The ADB Instrument provides the basic functionality
for controlling Android devices. In order to support testing outside of the lab environment, all agents
are able to write the recorded measurements to text files that are saved in the device. These files can
later be analyzed offline in the 5GENESIS facilities, uploading these results in the main database and
making them available to the Analytics module.

3.1.9.4 Analytics & Storage

3.1.941 InfluxDB

InfluxDB for long-term storage of experimental data. The InfluxDB Result Listener allows the ELCM
to retrieve IM/PM metrics in the form of time series, and automatically redirect them towards dedicated
InfluxDB measurement tables within a platform-specific database instance. Analytics can query and
read the data needed for the analyses via the Data Handler service which adopts the APIs provided by
the open-source InfluxDB-Python client for accessing a platform-specific InfluxDB instance.

* X

* %
*

© 5G-HEART Consortium 2019-2022 Page 58 of 80

* x*



D6.3 KPI Assessment Tools vv 5 E HEA H-l-

3.1.94.2 Analytics

In order to monitor health and performance of the 5GENESIS platforms during the experiment
executions, a variety of Analytics methods have been implemented including micro-services, using
Docker containers for the encapsulation of functionalities into services, and Flask for REST inter-service
communication. Figure 3 provides an overview of the implemented containers and their functions. These
include anomaly detection and correlation analysis for health monitoring purposes (i.e., is the
experiment running as expected?), and KPI prediction for performance analysis (e.g., to support
potential performance improvement of certain network elements).

5GENESIS Analytics

Linear Regression, Trains
R F R -
andom Forest, SV! predlctlon

model

GU

Finds relations
between
variables

S
2
®
[}
a
<
17
4]
b4
+v

5Genesis Dockerised Analytici/component
Pearson, Kendall,
Spearman

€RESTAP} ca“s >

A

“<influxDB APl calls >

Provides unified
InfluxDB server 1

data access and

pre-processing

InfluxDB server 2 Statistical experiment
overview (mean, min,
max, ...)

Identifies

Time series synchronization, relevant
Outlier detection & removal variables

Backward Elimination, Recursive
Feature Elimination, Lasso

Figure 3: Overview of the analytics micro-services and their functions - A GUI provides easy access to the
different functionalities.

3.1.9.5 M&A Integration with Other Components

3.1.95.1 Integration with the 5GENESIS Portal

The 5GENESIS Portal provides an interface for experiment definition and execution, as well as access
to logs and fast visualization of a limited set of raw data, whilst the Analytics gives experimenters in-
depth access to all the generated experiment data, as well as advanced tools for statistical and ML
analyses. The 5GENESIS Portal provides quick access to the Analytics Module capabilities in the form
of a custom link that is generated for each executed experiment.

3.2 5G-VINNI

3.2.1  The 5G-VINNI Testing as a Service (TaaS) platform

The 5G-VINNI TaaS platform offers a wide range of testing tools. These include both tools for testing
of the 5G-VINNI core and more general tools for testing traffic to and from user devices.

TaaS allows the user to define test campaigns that consist of a combination of test cases with different
parameter settings. There are a wide number of pre-defined test cases that the user can select from. Users
can also define their own test cases. TaaS also allows the users to schedule tests, both single tests and
tests that are performed at regular intervals.
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Most of the tools that are currently available in TaaS are commercial tools. Users can include and add
more testing tools, including their own developed tools, into TaaS by writing a TaaS plugin.

Test results can be viewed in Grafana or exported to the users’ own PostgreSQL databases. The two
tools from TaaS that will be used mostly in 5G-HEART are Hawkeye and iPerf3.

3.2.1.1 Hawkeye

This will be used to send simulated traffic between pairs of software-based endpoints across the network.
Software-based endpoints are available for a wide range of devices including Windows PCs, Linux PCs,
Raspberry Pls and Android phones.

Hawkeye can be used to test general network KPIs like TCP and UDP throughput, latency and loss.
Hawkeye can also be used to test the network performance for traffic from different types of
applications, including Netflix, YouTube, Video streaming and bidirectional Voice. The results from
these tests will include application specific KPIs.

Target scenarios: H1B, H1D, H2A, H3A, A1S1 (Oslo), A1S2 (Oslo), A1S4 (Oslo) and A1S5 (Oslo).

3.2.1.2 iPerf3

Iperf measures throughput between two endpoints, where one end-point acts as a server and the other as
a client. Traffic can be generated in both directions. This tool will be used for active measurements of
the maximum achievable bandwidth on the 5G network.

Target scenarios: H1B, H1D, H2A, H3A, A1S1 (Oslo), A1S2 (Oslo), A1S4 (Oslo) and A1S5 (Oslo).

3.2.2  Packet sniffing based tools

Hawkeye and iPerf can only do active testing, i.e., they generate their own traffic. In order to perform
passive testing, i.e., perform measurements on the application traffic itself, we are developing some
testing tools based on packet sniffing. This will make it possible to measure application specific KPIs
that are not covered by the active tests.

3.2.3  Tools for co-located vertical trials

N/A.

3.2.4  Assessment tool-to-KPI mapping

Table 43 summarizes, for each of the 5G-VINNI tools, the KPIs that will be measured for each of the
relevant scenarios.

Table 43: Assessment tool-to-KPI mapping (5G-VINNI)

Trial .
facility KP1 assessment tool | Scenario KPI
H1B
H1D e  User experienced DL and UL throughput
e DL and UL peak data rate
H2A e  Latency
5G-VINNI Hawkeye I e LOSS
A1S1 (Oslo)
A1S2 (Oslo)
** * **
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A1S4 (Oslo)
A1S5 (Oslo)
H1B
H1D
H2A
H3A
A1S1 (Oslo)
A1S2 (Oslo)

Own tools based on | AlS4 (Oslo)
packet sniffing and the

use of traffic ALS5 (Oslo)
generators

e  Packet level analysis of application traffic

H1B
H1D
H2A
H3A
A1S1 (Oslo)
A1S2 (Oslo)
A1S4 (Oslo)
A1S5 (Oslo)

User experienced DL and UL throughput
DL and UL peak data rate

Latency

Loss

iPerf3

3.25 Trial facilities

5G-VINNI offers a testing infrastructure that is able to verify and validate the performance of the 5G-
VINNI facility in terms of the 5G PPP KPIs. The testing infrastructure allows vertical customers to use
the facility with a Testing-as-a-Service (TaaS) model, enabling the execution of dedicated campaigns
with reduced effort. Open APIs and SDKs enable customers to integrate their own technologies within
the framework.

Verticals’ experiments can be performed through a user-friendly Testing Portal where tests can be
composed, configured and executed. The results can be either visualized and analysed by tools offered
in the Testing Portal or be stored in an external database and processed with the vertical customers’ own
analysis and visualization tools.

The 5G-VINNI TaaS system is an automation and interfacing layer that allows connecting all the test
and measurement tools needed for performing tests and experiments on the 5G-VINNI network. The
automation allows abstraction of the complexity with a series of either standard or custom Test Cases.

TaaS makes use of state-of-the-art products coming from partners’ portfolios, prototypes, and open-
source components to offer vertical customers a tool for verifying network and application performance.
Figure 4 summarizes different test types and tool types that TaaS supports.
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Tool Types Test Types
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Performance
Security
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L4-L7 Traffic Generators
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Performance
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L2-L3 Traffic Generators Performance
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Figure 4: 5G-VINNI TaaS system overview from a tooling perspective (from [6])

Verticals’ own tools can be integrated into the TaaS system through plugins. These tools can then be
configured and executed through Taa$S in the same way as the tools offered by 5G-VINNI.

TaaS is a cloud-based system with a general architecture shown in Figure 5.

Customer Web Services

Test Executor

Service API

To Analytics

VNFs

Results

Repository C-RANs

System Under Test

Figure 5: TaaS general architecture (from [6])

The Customer Web Service allows human users to define, create, and execute test campaigns. An API
that can be contacted by other applications (e.g., CI/CD pipelines) for consuming testing services are
also offered. The available test scripts for configuring and executing tests are stored and managed in the
Test Case Repository. The Test Executor coordinates the different tools needed and performs the tests.
The VIM allows the Test Executor to deploy the needed infrastructure and tools to perform the tests.
The Test and Measurement (T&M) tools are used to insert traffic into and probe the 5G infrastructure.
The results generated by the tools are stored in the Results Repository.

Further information about the 5G-VINNI TaaS system can be found in [6].
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3.3 5G-EVE

3.3.1  Network probes and monitoring

Network Probes are devices inserted at key junctures on the network in order to monitor certain
parameters, either passively (i.e., non-intrusively) or actively (i.e., intrusively) by generating small
amounts of traffic that simulate user traffic. These network probes generally fall in two categories:

a) Hardware probes that are devices/equipment placed close to network elements (e.g., routers,
switches, and server), or even on them (e.g., small form-factor pluggable (SFP) modules) to
monitor certain performance parameters.

b) Software probes that are in the form of software plug-ins that are built-in or installed separately
on the network elements, or even on the end user devices (e.g., user equipment (UE)).

The role of both types of probes is to talk to the network devices and bring back answers. Once a probe
tests a device, it receives whatever data the vendor of that equipment has made available and brings it
back to network monitoring applications (e.g., server) in real time. What the operator does with the real-
time information can vary depending on the situation. For example, network monitoring helps prevent
bottlenecks, slowdowns, or downtime that can bring service delivery to a halt. The ability to get and
receive nearly real-time information about the network incredibly fast, (via the network probes) keep
information current, so operation and service suppliers know about any network issue or trouble and act
promptly to remedy the situation.

Since the complexity of today’s networks has increased significantly, network monitoring can be a
valuable tool to keep reliability extremely high and also remedy or even prevent faults much faster.

In the context of 5G-HEART, different probe alternatives (i.e., both hardware and software SFP based,
open source and proprietary) are being installed on the 5G-EVE infrastructure:

Hardware VIAVI-MT-S5800 (with 10 Gbps Optical Interface).

Smart SFP (that will be placed in the main Control Plane Switch).

Smart SFP (that will be placed in the main Data Plane L2/L3 Switch).

MicroPC with L4 (and L3) Testing S/W (open source and proprietary).

Hardware NSC/ONX portable probe by VIAVI.

Software TWAMP implementation (reflectors and clients) running at UEs and some of the
above probes also (like no. 4 & no. 1 above).

The following ~ Viavi hardware network probes are deployed in key positions in the network (Figure
6 and Figure 7).

MTS-5800 Handheld Network Tester
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Figure 6: The Viavi M TS-5800 probe.

The Viavi MTS-5800 handheld network tester can be used, throughout the service life cycle, including,
service activation, troubleshooting, and maintenance. Advanced Ethernet test features such as
throughput testing with TrueSpeed per RFC 6349 can also be employed.

Viavi JMEP

The VIAVI JMEP micro-Ethernet probe for Ethernet and IP performance assurance, are gigabit Ethernet
smart SFP transceivers, available in two varieties, a 1 Gbps JMEP3 and a 10 Gbps JMEP10, that both
can seamlessly be deployed inline into existing network devices. The Small Factor Pluggable (SFP)
main capabilities are:

e Fully compatible with RFC 2544 and Y.1564 test methodologies [12] [13]

e Activates test loopbacks (L2/L3)

e TWAMP-Light (RFC 5357)

e Measures throughput, availability, frame loss, frame delay, and frame delay variation.

Figure 7: Viavi SFP network probe (JMEP).

These probes are being complemented with Software (SW) based measurements and virtual probes that
reside in the ACTA KMVaP cloud platform, described in the following section.

The KMVaP is the central management system for the multitude of probes that are installed in the
network and are responsible for collecting data from measurements of network KPIs. These additional
probes include (and are not limited to):

Fusion TrueSpeed VNF
Throughput testing as a virtual network function based on RFC 6349.

Based on the IETF RFC 6349 TCP throughput testing methodology, Fusion TrueSpeed Virtual Network
Function (VNF) performance tests serve as a neutral 3rd-party evaluation of network quality. Operating
as a VNF in conjunction with VMware hypervisors, Red Hat Linux, and x86 compute resources, Fusion
TrueSpeed VNF deploys quickly and tests reliably in all parts of the network.

VCPE1 Software based probe

The hardware of VCPE1 probe consist of a SUPERMICRO SERVER 5019D-4C-FN8TP CPU: INTEL
SoC Intel® Xeon® processor D-2123IT, 4-Core, 8 Threads, 60W RAM:16GBDDR4-
26662Rx8ECCREGDIMM DISK DRIVE: Samsung PM883 240GB SATA 6Gb/s V4 TLC 2.5" 7mm
(1.3 DWPD)
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Figure 8: The Virtual CPE/ Software Probe hardware used in the KMVaP platform.

Being a virtual software probe and VCPE can host a number of different probe functionalities tailored
to the measurements required by the network operator, Service Provider and/or Vertical user.

Software Based Probes (TWAMP Software)

For time related KPI measurements like latency (one-way or round-trip), jitter, etc. it is very common
to use ICMP based packet (most commonly referred to as PING). This is mostly a connectivity tool
when the network infrastructure is being established or a new node is installed and configured. For
more accurate time measurements, the Two-Way-Active-Measurement Protocol (TWAMP) is more
appropriate. The TWAMP protocol is used by Network equipment manufacturers (CISCO, NOKIA,
HUAWEI, ERICSSON, Juniper etc.). The official RFC5357 can be found in the IETF repository [19].

A brief table overview of the comparison between PING and TWAMP is show in Table 44 below.
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Table 44: TWAMP vs. PING comparison for time based measurements

Original Scope Performance monitoring Connectivity check, Crude
across IP networks round-trip delay capability

Monitoring of existing Available in certain routers, Yes (almost universal supportin

Infrastructure network equipment, NIDs, every NE, Operating System)
probes

Transparency through network Yes (UDP traffic based test, In some installations, routers

elements allowing generic, robust, passes through network) block or rate limit ICMP

predictable test methodology

Round Trip Delay KPI Yes Insufficient accuracy due to slow
ICMP processing in network
elements

1-way Loss KPI Yes No

1-way Delay KPI Yes No

1-way delay variation (PDV) KPI Yes No

The use of real-time network and service KPI acquisition, together with the subsequent analysis of the
measurements, allows for pre-emptive resolution of network and service delivery issues. This
approach together with the data analytics developed by WINGS and NTUA is part of the innovation(s)
suggested for the 5G-HEART project implementation.

Target scenarios: A1S1 (Athens), A1S2 (Athens) and A1S3 (Athens).

3.3.1  Controller software

Another important aspect of the network monitoring probes is the controller or server software that

a) Controls the operation of different probes,

b) Gathers and stores the data that the probes send in real-time,

c) Passes alarms to the Network management and Operation (i.e., when a value passed a certain
threshold).

ACTA’s implementation for KPI measurements is based on the use of network probes (as described
before) and a cloud-based controller platform. It involves the following two types of measurement:

a) Passive. The passive measurements monitor network parameters, such as throughput and
utilization without generating data traffic. For high quality measurements, time synchronization
is essential.

b) Active. The active measurements send control data in order to measure time-dependent
parameters, such as latency, jitter, and packet loss. For the active measurements, ACTA has
developed an Open-Source based software that implements the TWAMP protocol [9], which
will provide better accuracy for the active measurements compared to the widely used ICMP
protocol [10].
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The target KPI metrics assess the time- and throughput-related performance from the different entities
(e.g., network links, nodes, services, physical/service ports, and signal levels). The measurements are
being performed with sub-millisecond accuracy and transmitted to a cloud server for further processing,
analysis and storage, an in-house developed KPI Management and Validation Platform (KMVaP).

ACTA KMVaP architecture, components, and software
The internal Architecture of the KMVaP (KPI measurement and validation platform) that is installed in

OTE-group R&D Laboratories is shown in Figure 9.
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Figure 9: ACTA’s KMVaP ecosystem for KPI measurement and validation.

The core part of the KMVaP central management system is based on VIAVI’s Network Integrated Test,
Real-time analytics, and Optimization (NITRO) [14] platform Nitro Fusion ™) This is augmented
by Open-Source components and ACTA developed software in order to become a complete KPI
validation system.

T hitps://www.viavisolutions.com/en-us/products/fusion
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All the components of the KMVaP platform are Virtual Machines using a VM Hypervisor (hvfs). A
hypervisor [15], [16] (or Virtual Machine Monitor (VMM), virtualizer) is computer software, firmware
and hardware that creates and runs virtual machines. A computer on which a hypervisor runs one or
more virtual machines is called a host machine, and each virtual machine is called a guest machine. The
hypervisor presents the guest operating systems with a virtual operating platform and manages the
execution of the guest operating systems. Multiple instances of a variety of operating systems may share
the virtualized hardware resources: for example, Linux, Windows, and macOS instances can all run on
a single physical x86 machine. This contrasts with operating-system-level virtualisation, where all
instances (usually called containers) must share a single kernel, though the guest operating systems can
differ in user space, such as different Linux distributions with the same kernel.

A KAFKA [17] interface is enabled in the KMVaP management Platform that is delivering the
measurements in real-time to the KAFK A topic defined in the KAFKA server with IP address 10.10.10.2
(shown in Figure 10). With the translation of the measurement data from the ACTA VIAVI Fusion
Kafka topics format to the 5G-EVE KAFKA topic format, we achieve to use the 5G-EVE environment
and the Analysis and Diagnosis software components developed by NTUA. Also, the EVE KAFKA SW
modules are used by many Projects. This will be an automated process running 24x7, with 1min
monitoring granularity and 10 ms sampling granularity. Table 45 below summarizes the protocols and
KPIs that are monitored.

D6.3 KPI Assessment Tools

Table 45: Summary of network protocols and KPIs.

Probe
Type type Direction KPI L2/L3 KPI L4
Service Activation
SAT - RFC2544 - Y.1564 | MTS 5800 | Bidirectional Testing
Throughput peak throughput
Latency Latency
packet loss packet loss
Availability
SFP &
PM - TWAMP - RFC5357 | Virtual Bidirectional
Latency
packet loss
Delay variation
(jitter)
WireSpeed - RFC6349 peak throughput
(TrueSpeed) Bidirectional (TCP)

The system includes both the ability to monitor the traffic passing through the network (user traffic) and
extracting important KPIs such as bandwidth utilisation and transfer speeds per service, as well as active
testing (test traffic) which provides packet loss, delay, and jitter information for selected network paths.
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Measurements are performed with sub-millisecond accuracy that is essential in validating the KPIs and
performance during the 5G-HEART trials. The system includes both the ability to monitor the traffic
passing through the network (user traffic), and extracting important KPIs, such as bandwidth utilisation
and transfer speeds per service, as well as active testing (test traffic) which provides packet loss, delay,
and jitter information for selected network paths. The list of measurable KPIs is summarised in Table
46:

Table 46: List of measurable KPIs (5G-EVE)

KPI Measurement type Probe type Metric
Throughput — sustained demand Passive Hardware Mbps
Latency end-to-end Active Hardware & Software msec
RAN latency Active Hardware msec
Jitter Active Hardware & Software msec
Packet Loss Active Hardware & Software (%)
Max/Attainable/Min Bitrates (Data Rates) | Active Hardware & Software Mbps
Utilization (as a time varying % of Max) | Passive Hardware (%)
Availability##### Passive Software (%)

It is worth pointing out that ACTA’s implementation can be used on top of 5G-EVE's ping (ICMP) &
iPerf based measurements. While the latter tools (i.e., ping & iPerf) can be used to test the connectivity
and assess the performance during the planning and network implementation phase, the former solution
(i.e., ACTA’s implementation) would be more appropriate during the network operation and service
delivery phase.

Target scenarios: A1S1 (Athens), A1S2 (Athens) and A1S3 (Athens).

3.3.2 Application KPIs

Regarding the application KPIs that will be used for the aquaculture use case the following indicators
will be determined:

The feed conversion rate (FCR) = feed given / fish weight gain or is a mathematical relationship
between the input of the feed that has been fed and the weight gain of the population and thus the
lower its value, the more efficiently the feed is being converted into weight gain.

The body weight gain (BWG) = final body weight (g) — initial body weight (g) which monitors the
body weight gain throughout the production cycle by weighing a sample of fish and extrapolating the
calculation for the whole population.

The specific feeding rate (SFR) corresponds to the amount of food eaten per day and expressed as a
percentage of the fish’s body weight.

Target scenarios: A1S1 (Athens, OSLO), A1S2 (Athens, OSLO) and A1S3 (Athens), A1S4 (OSLO),
Al1S5 (OSLO)

3.3.3  Traffic Generation

During the planned vertical trials, the generated traffic on the 5G network is not expected to be large. In
order to properly investigate the behavior of the service and network elements during service delivery,

HHE Availability = Uptime / (Uptime+Downtime) x 100
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there might be a need for parallel bulk traffic generation to simulate other services’ traffic. To meet such
need, ACTA and OTE will use the KMVaP L4 traffic generating capabilities

3.3.4  Custom Analytics Engine

An Analytics Engine is currently under development, aiming to support a set of analysis services over
the time series data collected from the network monitoring infrastructure in the Greek pilot. The set of
collected data refers to various QoS metrics and is made available in the monitoring database in a time-
series format. Analysis functions can be applied over selected data to extract insights related to network
performance and resources usage aspects.

Target scenarios: A1S1 (Athens), A1S2 (Athens) and A1S3 (Athens).

3.3.5 Tools for co-located vertical trials
N/A.
3.3.6  Assessment tool-to-KPI mapping

Table 47 summarizes, for each of the 5G-EVE tools, the KPIs that will be measured for each of the
relevant scenarios.

Table 47: Assessment tool-to-KP1 mapping (5G-EVE)

Trial facility KPI assessment tool Scenario KPI

AlS1

Network probes and Controller ALS?
software Throughput (Mbps)
End-to-end latency (msec)
RAN latency (msec)
ALS3 Jitter (msec)

5G-EVE Frame loss (%)

Packet loss (%)

ALSL (max/attainable/min)  Data  rate
(Mbps)
Custom Analytics Engine AlS2
A1S3

3.3.7  Trial facilities-

3.3.6.1 ACTA Probes installations

ACTA together with Ericsson, OTE and WINGS identified the network-elements and their interfaces
for optimal measuring probe placement. ACTA also identified the probes’ configuration, in order to
match the interfaces and placement location with that of the network links and interfaces.

The interconnection of the platform with OTE’s LAB infrastructure is shown in Figure 11 together with
the Public IP address that is used for Remote Management, Remote Configuration and Access to the
collected data by third parties. Connectivity has been established between Skironis site and OTE Labs
over VLAN 443/10.10.9.0/24.

The overall placement of the KMVaP platform and the probes with respect to the ICT 19/22 projects
(5G EVE) infrastructure are also shown in Figure 10.
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Figure 10: Overall network architecture of 5G HEART with respect to 5G EVE network.

The actual installation of the probes in the Skironis site is shown in Figure 11 below.
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Figure 11: Virtual probes connected in OTE switch at Skironis site.

3.3.6.2 ACTA KMVaP: KPI Measurement and Validation Platform

ACTA’s KMVaP is installed in OTE-group R&D Laboratories and interconnected with Psalidi OTE’s
LAB infrastructure and through this also to the 5G-EVE and 5G-HEART infrastructures. The actual
ACTA installation at OTE Labs can be seen in Figure 12 below.

Figure 12: ACTA’s KMVaP ecosystem at OTE Labs
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3.4 5GTN

3.41 Kaitotek Qosium

Qosium [12] is a network performance monitoring tool developed by Kaitotek using passive
measurement approach. Qosium is used for measuring the UL and DL E2E network performance as it
can provide a real-time, passive, and lightweight measurement method for reliable assessment without
generating additional traffic in the network. E2E throughput, delay and reliability (packet losses) are the
most commonly used QoS indicators measured with Qosium.

Qosium consists of two parts: Scope and Probe. The Scope is responsible for visualizing and/or
gathering the results, but it is not part of the measurement path and requires only network connection to
one of the probes. The Probes are installed and executed in the nodes that serve as the endpoints of the
measured network path and pass transparently the measured traffic through them. One-way delay
measurements require accurate time synchronisation between the measurement endpoints, i.e., the
Scopes.

Target scenarios: H1A, T2S4, T4S1 and T4S2.

3.4.2 Keysight Nemo Handy/Nemo Outdoor Playback

Keysight Nemo Handy [13] is a handheld measurement solution for drive testing and in-building
measurements. Nemo Handy supports all the latest wireless technologies and runs on Android-based 5G
handheld devices. Currently, the software is installed on Samsung Galaxy/Note S10/10+ 5G and
Oneplus 7 Pro 5G devices in the test facility. Nemo Handy is able to measure the performance of various
applications in the air interface as well as the application layer Q0S/QoE levels. It also provides means
to monitor the control signalling performed between the UE and network. Accompanied with the Nemo
Outdoor playback analysis software, Nemo Handy is mostly used for throughput measurements during
the field trials as well as for monitoring and debugging of the air interface.

Target scenarios: H1A, T2S4, T4S1 and T4S2.

3.43 Keysight UeSIM

Keysight UeSIM [14] is a testing system for generating traffic and emulating the behaviour of UEs in
5G networks. UeSIM installed to 5GTN is capable of emulating LTE, 5G NR non-standalone (NSA),
and 5G NR standalone (SA) UEs over the air interface (OTA testing). UeSIM will be especially useful
for verifying the scalability of services and applications in 5G-HEART scenarios by generating realistic
background traffic for the physical UEs under measurement. The 5GTN UeSIM is connected to the test
facility’s indoor small cell network the plan is to utilise this indoor laboratory OTA setup with channel
condition and mobility emulations in the final trials of the transport use case scenarios.

Target scenarios: T2S4, T4S1 and T4S2

3.4.4  Nokia BTS Site Manager/Web Element Manager

BTS Site Manager/Web Element Manager (WebEM) software is used to manage and monitor Nokia
base stations (i.e., evolved NodeB (eNBs) and gNBs) in the test facility. The software provides a direct
configuration access to the base stations and offers comprehensive monitoring tools for the status of the
equipment modules as well as for the input and output traffic flowing through the base stations.

Target scenarios: H1A, T2S4, T4S1 and T4S2.
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3.45 iPerf

iPerf uses active measurement approach to determine the maximum achievable bandwidth on IP
networks. Measurements can be performed with test traffic relying on transmission control protocol
(TCP), stream control transmission protocol (SCTP), user datagram protocol (UDP) as well as on IP
versions 4 and 6.

Target scenarios: H1A, T2S4, T4S1 and T4S2.

3.4.6 Mobiilimittari

Mobiilimittari [16] is an open-source network measurement tool for UL/DL throughput and round-trip
delay with QoS mapping service based on the location of each measurement run. Mobiilimittari
application is available for Android and iOS. The functionality of the tool is similar to Ookla Speedtest,
but with a local measurement server instance within VTT’s network infrastructure.

Target scenarios: H1A, T2S4, T4S1 and T4S2.

3.47  CellMapper

CellMapper is a crowd-sourced cellular tower and coverage mapping service. The mapping tool is
provided for Android handheld devices and the map showing the results can be accessed with a web
browser. In addition to cellular tower location and coverage, the tool also measures and maps the
measured signal strength.

Target scenarios: T254.

3.4.8 InfluxDB

InfluxDB is used in the test facility as a central database for gathering and storing of network KPI data
from multiple monitoring data sources. The network KPI data from InfluxDB are visualized for
monitoring and post analysis purposes with Grafana dashboards (see subsection 3.4.9).

Target scenarios: H1A, T2S4, T4S1 and T4S2.

3.49 Grafana

Grafana will also be used for the vertical trials. It provides multiple flexible options for data
visualisation, tools for automated alerts and integration with several other collaboration and DevOps
tools.

Target scenarios: H1A, T2S4, T4S1 and T4S2.

3.4.10 Tools for co-located vertical trials

The most essential tools utilised during the planned co-located trials will be Qosium for the KPI
measurements, UeSIM for the generation of background traffic/network load and BTS Site Manager for
the monitoring of the network configuration and long-term performance counters. During the trials setup
phase, other tools listed in the subsections above can also be utilised as needed.

3.4.11 Assessment tool-to-KPI mapping

Table 48 summarizes, for each of the 5GTN tools, the KPIs that will be measured for each of the relevant
Scenarios.
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Table 48: Assessment tool-to-KP1 mapping (5GTN)

Trial facility | KPI assessment tool Scenario KPI
H1A Broadband connectivity/peak data rate (UL and DL)
T254 Latency (UL and DL)
Reliability (indirectly)
Qosium T451 Broadband connectivity/peak data rate (UL)
Latency (UL)
T4s2 Broadband connectivity/peak data rate (DL)
Latency (DL)
H1A Broadband connectivity/peak data rate (UL and DL)
T2S4 Coverage (for field testing)
Nemo Handy T4S1 Broadband connectivity/peak data rate (UL)
T4S2 Broadband connectivity/peak data rate (DL)
Broadband connectivity/peak data rate (background traffic)
Latency (background traffic)
Reliability (background traffic)
T2S4
UeSIM T4S1 )
T4S2 If feasible:
- Connection (device) density
- Interactivity
- Area traffic capacity
5GTN HA - -
BTS Site Manager T2S4 Broadband connectivity/peak data rate (for monitoring)
g T4S1 Latency (for monitoring)
T4S2
H1A L
T254 Broadband connectivity/peak data rate (UL and DL)
iPerf T4S1 Broadband connectivity/peak data rate (UL)
T4S2 Broadband connectivity/peak data rate (DL)
H1A Broadband connectivity/peak data rate (UL and DL)
T2S4 Latency (RTT)
L Broadband connectivity/peak data rate (UL)
Mobiilimittari T4S1 Latency (RTT)
T4s2 Broadband connectivity/peak data rate (DL)
Latency (RTT)
T2S4
Cellmapper T4S1 Coverage (for field testing)
T4S2
H1A
InfluxDB & Grafana T254 All measurable KPIs
T4S1
T4S2
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3.4.12 Trial facilities

Figure 13 shows the measurement point locations for the KPI tools utilised in the trials deployed on top
of the 5GTN test facility. The tools and their usage have been introduced in the previous subsections,
which are referenced for each measurement point in Figure 13 based on the tools which are used in that
measurement point. The measurement points located in the indoor/outdoor trial boxes are either 5G
smartphones or laptops. The measurement points located in the local service cloud are servers providing
services either for the trialled application (i.e., application data servers and databases) or for the test
facility’s measurement and testing framework (i.e., test traffic generators/analysers and data
visualisation databases).
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Figure 13: Network KPI measurement points and utilised tools (marked with corresponding subsection
reference) in the 5GTN architecture.

3.5 5GRONINGEN
3.5.1 Ookla Speedtest app

Ookla Speedtest is a free mobile app available for both Android and 10S. It is used by scenario H1C to
measure the network layer (i.e., DL and UL) throughput and latency from the user’s perspective.

Target scenario: H1C.
3.5.2 iPerf

IPerf is an open source, multi-platform and freely available tool which is capable of measuring the
network bandwidth, jitter, and packet loss. It is used to measure the network layer (i.e., DL and UL)
throughput.

Target scenario: T2S1&T2S2.
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3.53 Ping

Ping will be used to measure the network layer RTT for messages sent from one machine to another
machine.

Target scenario: T2S1&T2S2.

3.5.4 ETSI CPM application

The European Telecommunications Standards Institute (ETSI) Collective Perception Messages (CPMs)
are used to measure the application layer E2E latency. For the latency measurements, the on-board unit
(OBU) runs an application that retrieves CPM messages from a cloud service.

Target scenario: T2S1&T2S2.
3.5.5 Tools for co-located vertical trials

The Rohde & Schwarz (R&S) ROMES4 is a software platform for wireless network measurement. In
combination with the R&S RF scanner, it will be used for the co-located trials of H1C and T2S1&T2S2
to measure the network coverage (i.e., synchronization signal reference signal received power (SS-
RSRP)) and signal quality (i.e., synchronization signal reference signal received quality (SS-RSRQ))
and. Although the coverage and signal quality are not part of the network KPIs, they have direct impact
on the throughput and reliability KPIs.

3.5.6  Assessment tool-to-KPI mapping

Table 49 summarizes, for each of the 5SGRONINGEN tools, the KPIs that will be measured for each of
the relevant scenarios.

Table 49: Assessment tool-to-KPI mapping (5GRONINGEN)

Trial facility KPI assessment tool Scenario KPI
e  User experienced DL throughput
Ookla Speedtest app H1C e User experienced UL throughput
e Latency
iPerf T2S1&T2S2 e User experienced DL throughput

e  User experienced UL throughput

Ping T2S1&T2S2 e Network layer latency

5Groningen

ETSI CPM application T2S1&T2S2 o Application layer latency

Rohde&Schwarz H1C e Network coverage and signal qualityS58858

ROMES4

T251&T252 e Network coverage and signal quality8588ss

888888 This KPI is not specific to this use case scenario but will be used to validate the operation of the SGRONINGEN in
general.
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3.5.7 Trial facilities

The 5Groningen facility consists of multiple wireless network access nodes and a cloud platform, as
illustrated in Figure 14. The KPI measurements are performed on a UE connected via a gNodeB to the
5G network. In particular, for the throughput and latency measurement a server for iperf and ping
application is setup at the edge or core network (depending on the scenario) to facilitate the KPI
measurements. For the CPM application, a cloud-based Message Queuing Telemetry Transport (MQTT)
server acting as a message broker is used. The coverage measurement is performed using the R&S RF
scanner by driving (for outdoor) and walking (for indoor) within the coverage area of the network.

Other
networks

Internet

Other networks

/

___________________________________________________________

Figure 14: High-level overview of the 5Groningen facility.
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4 CONCLUSION

This report on the KPI assessment tools will be used for the performance evaluation in the planned
vertical trials. It contains detailed description of the test network architectures (i.e., showing where the
assessment tools are placed, and the measurements are taken).

The generic user requirements and network KPIs associated with the considered vertical industries (i.e.,
Healthcare, Transport and Aquaculture) are consolidated from previous deliverables. The associated
target values are provided for a set of illustrative scenarios of each of the considered vertical use cases.
To bridge the gap between the abstract user needs and quantifiable network KPlIs, a first reflection upon
the need to define a set of “application KPIs” has been made for few selected scenarios, highlighting the
importance of such metrics to fully capture the degree of satisfaction of the end users.

To evaluate the performance during the planned vertical trials, a list of assessment tools is provided to
monitor the considered KPIs on the 5GENESIS (Surrey, UK), 5G-VINNI (Oslo, Norway), 5G-EVE
(Athens, Greece), 5GTN (Oulu, Finland) and 5Groningen (Groningen, the Netherland) trial facilities.
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